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Introduction

Intended Audience

This document is intended for SCI Store Administrators and anyone who has an interest in
the functionality contained within each version release of SCI Store

Purpose

The purpose of this document is to provide an overview of the functionality contained
within each release of SCI Store. In addition, the information provided will also detail how
the functionality is configured and implemented within a live environment, and will detail
how it should be used by the end users.



1.
1.1

1.2

Version 5.0

Link from external applications
Background

This change request is to link seamlessly from a patient record in one system to the
corresponding patient record in SCI Store. For example link from a patient record in a
GP system directly to the patient record in SCI Store.

The NHS Scotland eHealth Design Authority confirmed that the strategic aspect of
this feature would be delivered by the National Identity Management solution. In
advance of the national identity management solution the SCI Store project team
have developed a solution that provides a generic mechanism to go directly to patient
details. Once the identity management solution is implemented, the login form (see
step 3 in functional overview) will be bypassed.

Functional overview
Patient details in SCI Store can be accessed directly using a URL:

[ ]
http://localhost/StoreWeb/Restricted/patient/findpatient.aspx?patientidentifier=120
7677558

The application path of the URL should be changed to match your local
implementation.

Scenario:

Main flow

Step 1: (User): Selects URL (from within external application)
Step 2: (SCI Store System) Navigates to SCI Store login page
Step 3: (User) Enters login details

Step 4: (SCI Store System) perform a find patient using the “patientidentifier” (CHI
number) in the URL.

Step 5 (System) An exact match is found and the system navigates to patient details
view for the specified CHI Number

Alternate flows

Step 2a: (SCI Store System) Identifies that the user is logged in (and the session
timeout has not been activated). Login details are not required.

Step 5a: (SCI Store System) identifies that more than one match is found and
navigates to the FindPatient search results grid and displays a list of matching
patients.

Return to Index

User Friendly name on audit screen
Background
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The patient audit screen shows what SCI Store user has accessed a patient’s details.
These details can be viewed by selecting the “Audit” tab in the patient details view.

In SCI store version 5.0 a user “Friendly name” column has been added to the grid. In
addition to the existing ‘Username’ and ‘ProcessedAt’ time.

The change allows lab staff and admins to contact the relevant person if they’ve
viewed a wrong result for example. The username on its own is not enough to locate
an actual user.

Feature Summary

New “User friendly” name column added to the patient audit grid. The column
heading reads “Full Name”.

Return to Index

User Session timeout

Background

SCI Store version 5.0 provides a feature for a SCI Store administrator user to set an
inactive user logout duration that is specific to a user-account or a user-role. This
means that an end user can have varying durations for an inactivity logout specific to
the role they perform.

Note-: NHS Scotland health boards must obtain guidance and approval from their
local IT security officer before configuring custom inactive user logout values.

A healthcare professional may refer to SCI Store when in consult with a patient. This
means that they may have to log in to SCI Store several times because the inactive
user logout has been triggered. This can happen when the clinician is examining the
patient. It is perceived that consult period is unnecessarily lengthened.

This change will save clinicians valuable time as they will not have to repeatedly login
to the system and give their full attention to patient care.

Feature Summary
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The existing system-wide setting has been established as a default setting. A custom
inactive user logout can now be defined separately (See Fig. 1). The custom setting
can be applied to individual user accounts. The custom setting will override the
default setting. In addition, the custom setting can be applied at user role level — also
superseding the default setting.

Key concepts:

o Concept of “default” and “custom” inactive user logout values
o View/ Edit an inactive user logout value for:
= User-account
= User-role
o View/ Edit minimum and maximum values for the custom inactive user logout
o Audit log and report of changes to inactive user logout

Assignable to - Assignable to
) 9 ! User-Role & (Overrides default)

Default Custom
inactive user |\ / inactive user
logout logout
User ) -

. Assignable to
| [
Assignableto - Account ~— (Overrides default}

Fig. 1: Default and custom inactive user logout concept

Return to Index

Manual CHI Lookup

Background

These changes are intended to assist an administrator with the process of verifying
that CHI numbers are correct for results that come in with old addresses.

Functional overview

Changes made to the CHI Lookup Search Page (CHIHome.aspx) [Search form]

No changes

Changes made to the CHI Lookup Search Page (CHIHome.aspx) [Search results
grid]
1) A ‘postcode’ column has been added as the last column to be displayed from the

returned search list. The width of other columns has been adjusted to ensure that no
horizontal scrolling occurs.

2) The system will cache the list of patient search details returned. (Note: This cached
list will be displayed when the user returns to this page from the ‘Return to Previous
Page’ icon from “CHIResult.aspx” or the breadcrumb trail.

Changes made to the CHI Lookup Details Page (CHIResult.aspx)

3) Previous names and previous addresses (returned from the CHI) have been added
as two new rows underneath the GP Practice.

4) ‘Return to Previous Page’ icon on the CHI Patient Details page added to the
standard toolbar.
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5) Two new module permissions added for the ‘Save to Store’ and ‘Test’ buttons on
the CHI Patient Details page. The display of these buttons will be dependant on the
value of the module permissions.

Return to Index

Combined view of results and documents (Tree View)
Background

The web application views are separate for results and documents. This means that it
can take more time to get a complete picture of all data held for a patient in SCI
Store. This has particular relevance to patients that have many results and document.
This change would provide the business with a combined view of all data types held
for a patient in SCI Store.

In Scope
1.) Display the number of documents\reports at each node in brackets.

2.) Change the name of the root tree view to something other than “Documents”.
(Suggestion: User the patient’s name as the root node? If possible, change the icon
from a folder to a suitable patient one — e.g. an avatar-like image.)

3.) Include the plus and minus signs for expanded nodes
4.) Remove all “Date” node levels (As date is shown in grid)

5.) Visual indicator to show the relationship between the selected node and the items
listed in the gird view. (E.g. described as “Active node”)

6.) Ensure that the hierarchy state is maintained when navigating to and from the
result / document metadata details. The user must be able to navigate back to the
exact hierarch position that they navigated away from when they selected a result /
document.

9.) Shorten the header descriptions in the grid view to remove the word “Document”

10.) The grid view must be paginated in accordance with the current SCI Store Ul
style guide.

11.) User should be able to sort all grid columns in both ascending and descending
order.

12.) In the grid view implement the colours used for displaying reports in the results
grid. (Implemented but required further discussion with customer)

13.) In the grid view add an icon to “view document” and “view cumulative reports”;
these should be displayed in the same column.
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14.) In the grid view add “document notes” and “report notes” (Links)

16.) On focus, sort the grid view according to system setting default results sort order
(confirm that this can be set for documents too)

17.) For documents: show (“Attestation date”)
18.) For lab results: Date reported (“ReportDateTime”)

19.) Ensure “breadcrumbs” are configured in accordance with the current SCI Store
Ul style guide.

System
20.) Ensure datasets are passed through the secure dataset routines

Out of scope

21.) Include all tabs on the patient details screen in the tree view. (It was decided this
was outside the scope of the current piece of work and could possibly included at a
later date if requested by users)

7.) Ability to expand all nodes of the hierarchy within one user input action (to be
confirmed by customer if still needed; the root node lists all)

8.) Establish a discipline node as a subsequent child to the sub-category node based
on Report type for labs and “Document specialty” for documents. These categories
list all the “ologies” that a clinician may want to filter on (to be confirmed by
customer).

15.) All documents and lab results must be listed in the grid view when the root node
is selected in the hierarchy. (This is assumed to meet the “expand all” requirement,
[list item 7] to be confirmed with customer).

Return to Index

Duplicate patients caused by CHI Lookup
Background

The CHI Lookup capability in SCI Store is used to retrieve the correct CHI information
from the National CHI and to rectify ‘old’ CHI numbers that have come from hospital
PAS systems.
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The information being retrieved from the CHI lookup will always return the ‘UPI’ CHI
number. If this number differs from the ‘old’ CHI number supplied by the hospital
‘PAS’ system the matching rules in SCI Store are not being applied correctly and
causing the creation of duplicate patients on SCI Store.

This change means that the matching rules in SCI Store will always be applied
correctly against the ‘UPI’ CHI Number. This will stop the creation of duplicate records
on SCI Store.

A duplicate record can be created in SCI Store when:

o Afileis sent to Store containing patient details that include a redundant CHI
Number

e The patient fails to match against any other patient in Store so an "Insert" action
is assigned.

e The "Insert" matching rules being used contains an Automatic CHI Lookup. The
CHI finds a match but sends back a record containing the "Current" CHI number.

e This CHI patient with the "Current" CHI number does have a match on Store, but
because "Insert" action has already been set this patient is inserted as a new
patient instead of updating the matched patient.

Feature Summary

1) Prior to the matching rule logic being applied to the data contained in the incoming
file the system will:

e Check if the Patient Matching Rule assigned to this interface contains ‘Automatic
CHI Lookup’ rules.

e |f ‘Automatic CHI Lookup’ rules exist then the system will call the
‘ValidateCHINumber’ function.

e The ValidateCHINumber” function will call the CHI Web Service with the patient
details provided in the file and return the ‘current' CHI Number.

o If the ‘ValidateCHINumber’ function has been called then use the ‘current’ CHI
Number returned from the CHI Web Service when applying the matching rules,
otherwise use the CHI Number supplied in the file.

2) If the CHI number supplied in the file differs from the ‘current’ CHI Number it will be
saved as an historic patient identifier.

Return to Index

Improve security questions usability
Background

Reported that the security questions workflow process was lacking, and subsequently
rarely used, improvements have been made to this area in SCI Store v5.0. The
changes will make it easier for a user to reset their own password and provide time-
saving benefit to the system administrator — as they do not have to resolve as many
password issues from helpdesk calls.

Feature Summary

When the user selects the "forgot password" link from the login screen the three
questions are now arranged on a single screen. (This is in contrast to the user being
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forced to navigate through several screens before finding out if they are successful or
not).

The help text in “maintain user questions” has been changed:

Old Text Revised text

"Please note that the answers are saved Important! Your answers are "cAsE
exactly how they are entered. Consequently, | sEnSitiVe". Please memorise your answer
when you are resetting your password you with regard to any UPPER or lower case

must enter your answers exactly as you have | letters used.
done in this screen"

Return to Index

Mapping audit report
Background

In SCI Store v5.0 (From build 4.1.0844), there is a feature that allows an
administrator to control the processing of incoming files that have mapping errors.

This feature is implemented for two mapping areas:

o Result set

e Testresult
This mapping audit feature is controlled by the “ResultMappingMethod” system
settings. The two possible values are:

e Create Exception;
e Audit Mapping
User Access to this feature is controlled via Scheme Code Maintenance permissions.

When “Create exception” system setting value is selected, the system operates as it
did prior to SCI Store Version 5.0. This means that reports are rejected and placed
into exceptions if no translation can be made between the incoming data and required
standard code scheme.

If “Audit mapping” is selected, and a mapping error is identified, the file is parsed and
an entry is created in the mapping audit report.

Feature Summary

10




The mapping audit report is accessed from the “Exceptions Mgmt.” menu.

Below is a screenshot of the Mapping Audit Report view. This report is only populated
when the “Result Mapping Method” system setting value is “Audit mapping”.

The Mapping Audit report shows all “Active” (or unresolved) mapping issues for
parsed files.

(Note: Historical log entries are retained in the database but are not visible).

I £ Mapping Audit Repart e
. My Setti About Store Log Qut
% SCI Store Paisley v Settings aut Stor =G
Home  Find Patient  Find Result  Find Document  Find on CHI patient 10: [ NG
Configuration  Exceplions Mgmt _ Security  Maintenance  Reporing  General  Nolifications
Home > Mapping Audit Report User: admin on PISSCI6
G
o ) 13 Records Returned
Search Options | Searcn || Clear |
Date From v d Time | Report 1D Mapping Sy AT To Scheme
Type Code Description
Date To 8844057  Anbrown 3002413056 Test Result NA Sodium ‘S’Lﬂtﬂi‘“ham‘“” g‘fﬁ:ﬁi Biochemistry
s emistry - s stry
Deorpline Bochemistry 5844057  AlanBrown 3002413056 Test Result K Potassium éliitrf;”“ham"t'“ g‘fﬁ:‘;ﬂ Biodien =4
5842057  “@nErown 3002413055 Test Result aLs Albumin Inpr Blochiemist i Mepped Bochemistty
Scheme Scheme
5844057 AlanBrown 3002413055 Test Result HCo3 Sicarb InpaDrochemes Y, Hoonsd Doheicly
8844057  AlenBrown 3002413055 Test Result CREA Creatinine IHECRBlocheieay Meoped biocheauEty
Scheme Scheme
8844057  AlanBrown 3002413055 Test Result UREA Urea DR lEn) MpopediBocis S
Scheme Scheme
5844057  AlenBrown 3002413056 Test Result ™ Protein Dot Binches Ty Monned | Bcheqisy
Scheme Scheme
5844057  AlanBrown 3002413055 Test Result aLp Alk Phos IoRUERCES L Aty
Scheme Scheme
8844057 ABNBrown 3002413056 Test Result AT Al Inpubiothe ney MappediBiocuemisiey
Scheme Scheme
8844057  ginprown 3002413055 Test Result GGT Gamma GT o0t Broshemistng Meoned Bochemictiy
5844057  AlanBrown 3002413055 Test Result BILI silirubin lsr‘c';frf;"hm‘“” g‘fﬁgﬂiﬂl sty
5844057 AlanBrown 3002413056 Test Result AST AST T Elediana sy s gy
Scheme Scheme
5844057 Alan Brown 3002413056 Test Result cre crp IDpUBIOS Meahed Bodieausiy
Scheme Scheme

Fig. 1: SCI Store V5.0 - Mapping Audit Report

Selecting an item on the Mapping Audit report will link to the “Manage Scheme
Codes” view. See fig .2.

% SCI Store Paisley Wy Setings | About store

Home  Find Patient  Find Result  Find Document  Find on CHI Patient ID:

Configuration  Exceplions Mgmt  Security Maintenance  Reporting General  Notifications
Hoeme > Mapping Audit Report > Manage Scheme Codes User: admin on PISSC

Manage Scheme Codes

Scheme : Input Biochemistry Scheme

Description Display Order

Loc_samp Serum/plasma 1 Edit Delete
Loc_SET1 UE & LFT 1 Edit Delete
Loc_TsT1 Sod 1 Edit Delete
Loc_SET2 UE 2 Edit Delete
Loc_TsT2 Pot 2 Edit Delete
Loc_TsT3 Alb 3 Edit  Delete
1

Add New Scheme Code

Description [Bicart |

Code [coa |

Display Order —
Ada [ ] Add Scheme Mapping

Fig. 2: Manage Scheme codes view

From the “Manage Scheme Codes”, the authorised user can decide how to remedy
the mapping error. Once remedial action has been taken the file can be flagged as
new and parsed again.

Result Mapping Method: “Create Exception”

With this option set, reports are rejected and placed into exceptions if no translation
can be made between the incoming data and required standard code scheme.

11



If the Mapping Audit report is accessed when the “Create Exception” system setting
value is set, the following information message will be displayed:

“The mapping exceptions are not currently being audited. To enable this
functionality change the ResultMappingMethod system setting.”

If unresolved mapping audit log entries exist, they will remain visible in the Mapping
Audit report view even if the administrator changes the mapping method back to
“Create Exception”

Return to Index

1.9 Miscellaneous other New Functionality / Resolved Issues

Build Feature | Description
5 0.0850 New Tracker 6565 - Modify Web Service 2.3 and 4.1 to allow
" Functionality | ResultCount of the FindPatientResponse/SearchSummary to
allow zero
5 0.0850 Resolved Trgcker 6522 - User and Remote Store Search Screens — Amend
" Issue to invoke search when User selects the ‘Return’ key to be
consistent with other search screens
5 0.0850 Resolved | Tracker 6494 - Notification Services - transactions occurring via
" Issue the Add Alias Update Rule are not producing Notifications
Services events
5 0.0850 Resolved | Tracker 6515 - Document Upload v2.3 - When Originating HCP is
e Issue null an invalid parse error is raised
5 0.0850 Resolved | Tracker 6534 - Document Tab - Column Sort within tab not
e Issue persisted when user returns to it after selecting an item
5 0.0850 Resolved | Tracker 6535 - Multiple full stop (dot) characters in document
o Issue filename cause "Document not found" error
5.0.0950 New Tracker 6491 - XML Interface 4.1 - Implement ability to consume
e Functionality | and persist Examination party from an incoming XML document
5.0.0950 N_ew _ Tracker 5355 - V5.1 Pgtient C_onsc_ant: Ul Refresh: Remove
o Functionality | consent column from find patient list
5.0.0950 New Tracker 6492 — XML Webservices 4.1 - Populate
o Functionality | ExaminationDetails/ExaminationParty in outgoing WS 4.1
5.0.0950 RTSs;)lIJ\;ed Tracker 6028 - Results are printing over 2 pages
5.0.0950 Resolved | Tracker 6512 - Obsolete Source Systems present on Parsed File
o Issue & Uploaded File screen
5.0.0950 Resolved | Tracker 6586 - 'Seeded Record' flag not changing from "Y' to 'N'
T Issue when using Add Alias rule
5.0.0950 R?solved Tracker 6598 - Manual Match Attach Issue when using Soundex
ssue
5.0.0950 R?SS;JLIJ\;ed Tracker 6629 - Incorrect message on CHI manual lookup
New Tracker 6657 — New and Amended Document Sub Category
5.0.0909 . .
Functionality | Codes
Resolved | Tracker 6738 - Typo in Document Category —'Notification and
5.0.0909 .
Issue Legal Documents'
5.0.0909 Resolved Tracker 6599 - Web Services v4.1 — FindPatient Response
T Issue Returns the Postcode in the Wrong Format

12




5 0.0909 Resolved | Tracker 672 -_Web Services v4.1 GetResult - HCP Name -
s Issue Whole Name is Returned as Unstructured String
50.0909 Resolved | Tracker 627 — Search for 'Notes' in Find Result Doesn't Work for
" Issue Sample Comments
5 0.0909 Resolved | Tracker 6373 - Searching Within Manage Duplicates Screen
T Issue Using Surnames Containing An Apostrophe Returns an
Unhandled Exception
5 0.0909 Resolved | Tracker 6637 - Manual CHI Lookup - Deceased Flag & Date of
o Issue Death Not Set When Updating Patient Details
5 0.0909 Resolved | Tracker 6646 - Cumulative reporting IE6 Issue with Abnormal
o Issue Results Display
5 0.0909 Resolved | Tracker 6677 - Cumulative Option Displayed Even When the
o Issue Permission Not Enabled
5 0.0909 Resolved | Tracker 6668 — CHI Lookup is Expecting Service To Be Hard
o Issue Coded With the Name 'CHILookup'
5 0.0909 Resolved | Tracker 6694 — Missing Organisation Address Caused Document
o Issue Upload to Fail
50.913 New Removal of ‘Results History’ and ‘Documents History’ from the
e Functionality | User Administration Screen
New IAMS User Account Management
5.0.913 Functionality
50.913 New Tracker 438 - Mapping - SchemeGroupSelection.aspx (Scheme
e Functionality | Grouping Maintenance screen) refactoring
50.913 New Tracker 6605 — Amend CHI Daily Broadcast parser to process
e Functionality | the updated CHI Daily Broadcast file format
50.913 New Tracker 6721 — Report Profile Screen — Extend Functionality
T Functionality
50.913 Resolved | Tracker 6622 - ADT Demog Feed Does Not Correctly Populate
T Issue Source System
50.913 Resolved | Tracker 6063 - Windows Service Fails To Reconn_ect To Th_e
T Issue Database If Database Server Becomes Temporarily Unavailable
50.913 Resolved | Tracker 6735 - Admin Tab Display — Incorrect counts when NaSH
o Issue translator used
50.913 Resolved | Tracker 6739 - Unhandled exception raised when apostrophe
" Issue character contained in search criteria within the Manage
Duplicates screen
50.913 Resolved | Tracker 6815 - NS Message Audit Screen - Username
" Issue Disappears After Changing Message Status
50.913 Resolved | Tracker 6838 - Notification Services Unmerge: Provide both SCI
T Issue Store IDs in the Transaction
5.0.921 N_ew _ Tracker 6561 - V5.1 _Admin ul: Refactqr_User' Document Audit
T Functionality | Report and remove link from User administration screen
5.0.921 New Tracker 6691 - Modify User Search Form to Allow Filtering of
T Functionality | Users on User Type and User Status
5.0.921 New Tracker 6796 -V5.1 Remote Results Audit: Modify Result Audit
T Functionality | View Recently Viewed Results to Display Remote Details
5.0.921 New Tracker 6798 - V5.1 Remote Results Audit: Modify Result Audit
T Functionality | to Audit Remote Results After Viewing-
5.0.921 New Tracker 6929 - Update CHI Initial Download Interface to accept
e Functionality | new fields (same as CHI Daily Broadcast)
5.0.921 New Tracker 6937 - Modify to GLUE to copy incoming Gateway files to
o Functionality | a directory that allows Helix to pickup the files from.
Resolved Tracker 6808 — Maintain User Questions — Question List
5.0.921 .
Issue Duplicated
Resolved | Tracker 6903 - Helix V4.1 XML - Merge is Passing Incorrect IDs
5.0.921 !
Issue on Merge Failure
5.0.921 Resolved | Tracker 6908 & 6911 — Helix V4.1 XML - Merging - Before Patient
T Issue Matching Demog Feed Output Incorrect if Patient Match Fails

13




Resolved

Tracker 6912 — Issue Viewing Documents With Multiple Full

5.0.921 Issue Stops in Filename When Stored On a File Server
5.0.921 Resolved | Tracker 6987 - Cannot Navigate to Result if Investigation Name
" Issue Contains Apostrophe Character
Resolved | Tracker 7036 — View Permissions, Some Patients Incorrectly
5.0.921 .
Issue Hidden

Return to Index

14




2. Version 5.1

2.1 Access recent results viewed from remote sources

The capability to view a list of recently viewed lab result views has been extended to
results accessed from remote systems. This function exists for recently viewed
patients already.

From SCI Store Build 5.0.0921 and additional “Source” column will be present in the
recently viewed results tab on the home page. This column will be populated for
authorised users with and recently viewed remote results that exist.

Enable recently viewed results form remote sources

To enable at system level:

1.) Access the system setting from the “General” menu

2.) Set the “Show Remote Data Sources” setting to “True”.

Control user access to recently viewed results form remote sources
Access to the recently viewed remote results is controlled on a per user basis.
To assign the function to a user

1.) Access “remote data Source Users” setting from the “Security” menu

2.) Search for user

3.) Use the radio buttons to enable/disable the function for each data source the
selected user has access to.

Notes

For results display audit, the display should still operate as it currently does for
existing functionality.

Remote results will not have the capability to display audit information and is deemed
out of scope for this body of work.

Return to Index

2.2 Cumulative reporting
Background

The existing Cumulative Reporting Function has been extended to allow an
administrator to create report profiles that allow users to restrict the number of result
set groups which can be displayed on the Cumulative Reports screen.

Features
Key features
The key features are:

e Allow admin user to create cumulative reporting report profiles from the existing
report profile screen.

15



e Allow authorised end users to select and run a cumulative report template based
on a report profile set up for cumulative reporting.

o Restrict cumulative reporting prior to a particular date using new and existing
system settings

e Change the 'Report View' label text

e Allow Report profiles / templates to span disciplines

e Cumulative sources can be used with conjunction with report profiles to view
results across multiple sources.

Report Profile Screen

Configuring report profiles is restricted to authorised users. This user security is
defined in ‘Report Profile Maintenance’ module permission.

The existing report profile maintenance screen now has new functionality for creating
cumulative report profiles. To create a cumulative report profile the authorised user is
required to select:

e Discipline
e result set (associated with discipline)

A cumulative report profile can be renamed or edited and once saved in can be
available for use as a template for end users.

Note1: This new cumulative report profile functions do not impact the existing report
profiles for laboratory report profiles.

Note2: The ‘Repeat Test Day(s)’ and ‘Display Order’ are not required for cumulative
report profiles. These fields and will be hidden when creating a cumulative report
profile.

Running reports form the cumulative reporting screen

This means that in the Cumulative Report screen the reports could be generated in
following two ways: -

e By selecting the ‘Interface’ and ‘Discipline’ — this displays all result sets for the
Report being viewed.

e By selecting a Report Profile template and ‘Interface’ — this displays only the
result sets defined in the selected Report Profile for the Report being viewed.

Only authorised users can run report templates on the Cumulative Reporting Screen.
Access is controlled using the ‘Cumulative Reporting Templates’ module permission.

All cumulative report profiles features will be hidden from users that do not have
permission to run them.

For a user with permission to run cumulative report profiles the ‘Report Template’
dropdown list will be visible. The following screen capture shows this option.
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2 Cumulative Report - Microsoft Internet Explorer |
'1:

Fle Edt WView Favortes Tools  Help

s ry ~ T
Qo - O - [¥] [B] @b Oseoen Flrravores €3 (2- 22 @l - )€ b B 3
Ad\j’eis@http‘mumulu b/t ted) I I port, asp: 1D=418Disripline=Blood_Transfusiong:audit=0

Google| 8 ~ v search ¢ 60 - D qp- B - €9 Bookmarks~ (G Find - P check - T AutoRill -

% SCI Store Paisley

I
xceptions Mgmt  Security  Maintenance  Reporting  General  Notifications

Home > Patisnt Details > Cumulative Report

<2
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
MNUNIT MiabTest 1406502677 14/06/1950 58 HOIDA, ELLEM UMST HEALTH CENTRE O'NEILL, EMMA

Report Criteria

Date From * 120012009 v | sources * Group : Laks v|  Report order 0 Reports found
Date Ta * 091021200 ~ | Disciplines * Blood_Transfusion | Select Report View C View & @ View B

Report Template Please Select a Template... | % [ Generate Report

No report template will be selected when the Cumulative Reporting page is initially
loaded for a patient. The report will be based on the other existing search criteria on
the page. Once the page has loaded a user can filter on report template if desired.

The default value for the ‘Report Template’ dropdown list is: ‘Please Select a
Template...’

The ‘Report Template’ field is not mandatory. The ‘Report Template’ dropdown list is
populated with all cumulative reporting templates that have been defined in the report
profile maintenance section of the application. If no cumulative reporting templates
have been defined the dropdown list will not be visible.

The ‘Discipline’ field is not mandatory. Once a report template has been selected the
‘Discipline’ field is disabled. This screen capture shows a selected profile with the
discipline field disabled (greyed-out).

N e . T :
Qs - 6] 2] Do s Srreenes @ (-l w] - 6D ke E B3
Address @ hittp fflocalhost/Storeteh RestrictedfResults [CUMmULativeR sport. asps?PatientID=4 1 &Discipline=Blood _Transfusiongaudit=0
CGoogle| 8 - v sewch o @ - @ - B+ 99 Bockwarkes [ Find - P check - ) adtoRill -

% SCI Store Paisley

Find

VB s ?
CiSignIn -

CHI
Exceptions Mgmt

Find Patient

Home

Notifications

General

Maintenance  Reporting

Security

User: admin on PJSSCI6

Home = Patient Details > Cumulative Report

k=
Patient
Patient Name CHI Date OFf Birth Age GP GP Practice Consultant ward/Location
WUNIT HlabTest 1406502677 14/06/1950 58 HOIDA, ELLEN UNST HEALTH CENTRE O'NEILL, EMMA

Report Criteria

Date Fram * 120 82009 ~ | Sources Group: Labs ~|  Report order 0 Reports found
Date To * 0910212009 ~|(Disciplines Report View  iew & & View &
enerste Report

Report Template Haematology Tests v

Restrict Cumulative Reporting Prior to a Certain Date

An admin user can restrict cumulative reporting prior to a specific date. This is
controlled by the ‘CumulativeRestrictedDate’ system setting. This setting is used in
conjunction with the existing cumulative reporting system settings:

e ‘CumulativeDiscoveredDates’;
e  ‘CumulativeReportDays’.

Descriptions of these settings are shown in the table below.

System Setting Description
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CumulativeDiscoveredDates

This setting defines the default date range a cumulative
report will be based on, when the cumulative reporting
page is first loaded.

When ‘CumulativeDiscoveredDates’ are set to ‘False’:

e Date From = (Current Date —
CumulativeReportDays.

e Date To = Current Date
When ‘CumulativeDiscoveredDates’ are set to ‘True’:
e Date From = Earliest Sample Collected Date

e Date To = Latest Sample Collected Date

CumulativeReportDays

This setting is used in conjunction with the
‘CumulativeDiscoveredDates’ system setting, when it’s set
to ‘True’ (this setting is explained above).

It defines the number of days a cumulative report should
span across from the date today.

The default for this setting is 28 days.
Using this formula:

Date From = (Current Date — CumulativeReportDays
value); and

Date To = Current Date

‘Cumulative Restricted Date’

The following rules should be applied to the new
‘Cumulative Restricted Date’ system setting:

By default the system setting is not configured, this must
be configured manually by an administrator.

When the setting is configured it must be in a valid date
format.

When a cumulative report is loaded for the first time, the
criteria used to define the ‘Date From’ and ‘Date To’ search
criteria will be determined by the ‘Cumulative Discovered
Dates’ and ‘Cumulative Report Days’ system settings as
outlined in the above table.

When the ‘Cumulative Restricted Date’ setting has been
set the following rules for setting the ‘Date From’ and ‘Date
To’ search criteria should be followed:

If ‘Date From’ is prior to the ‘Cumulative Restricted Date’
system setting the ‘Cumulative Restricted Date’ will replace
the ‘Date From’ value.

If ‘Date From’ is later than the ‘Cumulative Restricted Date’
system setting the ‘Date From’ value will be used.

If ‘Date To’ is later than the ‘Cumulative Restricted Date’
system setting the existing ‘Date To’ value will be used.

Information messages

If a value is displayed for the “Cumulative Restricted Date’
an information message is displayed to the end user to
inform them that a restriction on the search criteria is in
place.
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If ‘Date To’ is prior to the ‘Cumulative Restricted Date’
system setting the existing ‘Cumulative Restricted Date’ will
replace the ‘Date To’ value. The end user should be
informed of the restriction on the search criteria.

Error Messages

When the ‘Cumulative Restricted Date’ setting has been
configured and a cumulative report is generated by clicking
on the ‘Generate’ button on the cumulative Report page,
neither the ‘Date From’ or the ‘Date To’ fields on the
Cumulative Report screen page can be prior to this date.
If either is, a standard error message should be raised,
informing the end-user that the date criterion is outside the
allowed date range. The report should not be run.

Cumulative Sources

The ‘Cumulative Sources’ dropdown list is comprises of any cumulative sources that
have been pre-defined by an administrator and any services that are related to the
results being returned.

A report template may contain results from multiple sources. If a user selects a
multiple source report template and requires to see all results, then a ‘Cumulative
Source’ that includes all these sources must be created by an administrator to allow
selection in conjunction with the report template.

For cumulative reports that are not generated using a report template, if results are
expected from more than one laboratory system, administrators must ensure in
advance that ‘Cumulative Sources’ groups have been pre-configured to ensure that
all results can be grouped together.

If users requires to filter results by a specific laboratory system, this will be possible
by selecting the relevant source system from the dropdown list.

Screenshots / Scenario Walkthrough

Patient “Lorraine Cumulative” has several reports: A Haematology report
(R,02.0087122.Y) and a Biochemistry report (zz003500) that both have a Lipid
investigation/Result Set.

H My Settil About Store Log Qut
% SCI Store Paisley e S e
Home Find Patient Find Result Find Document Find on CHI Patient ID: _
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = Patient Details User: admin on PJSSCI6
a2 3 Actions | Select Action... | %)||Go
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Lorraine Cumulative 2108606123 21/08/1960 4z HOIDA, ELLEN UNST HEALTH CENTRE KRUGER, RALPH

Resuts | Documents | Demographics | ADTs | IDs | Audit | Tree View

Filter By Display Mode
Discipline Select Processed In The Last Hours % Go Group By Report © Ungroup By Report T
5 Records Returned
|__Report Id | Discipline | _Processed At _| _Sample | Sample Collected | Investigation [ Date Reported | Notes |
e — S - Jeum
e oemaeny WO Vgme o -
R,02.0087122.Y Haematology 2?203.;;2?29 Blood L?iﬂ;?ggs Electrolytes & LIPIDifl;FBC & Haemoglobin 1?,;0;/;2835 o —
zz003500 Biochemistry 2?’:‘0%’;2239 Flasma ngﬂg,‘nzggs Glucose 13’?3?335 (] BB
22003500 Biochemistry 2?’;5'%2:239 Serum ng”:g"o%ggs USE & LFT & LIPIDS 13*'05'35335 n
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In the cumulative report page if we search for Haematology and Biochemistry reports
both these results are returned, but are included on rows that include results from the
other result sets within one report.

% SCI Store Paisley

Home Find Patient Find Result
Configuration

Home = Patient Details » Cumulative Report

Find Document

Reporting

f=1

Patient
Patient Name CHI
Larraine Cumulative 2108606123

Report Cntenia

Date To Disciplines

Report Template

Report Legend ; significant data = "' bounded list=

13/08/05 00:00°

19/07/0511:00~

11/07/05 00:00

Find on CHI
Exceptions Mgmt Security Maintenance
COMMENT: NiA
REF RANGE: 2.6-5.2
UNITS: mmol/I
AENORMAL: +
Date Of Birth LOCAL CODE: CHO
21/08/1960 LOCAL CODE
CEra: CHOLESTEROL
BOUNDED
= I CODE: cHo
roup : a
EOUNDED
) } CODE DESC: CHOLESTEROL
Biochemistry
DISCIPLINE:  Hzematology
(None) SET DESC: LIPIDS
E3 SOURCE: Telepath
DATE USED: SAMPLE

REQUESTOR: HOIDA, ELLEN

REQUESTOR  [VOL) VALE OF
LOCATION: LEVEN

REPORT ID: R,02.0087122.Y

General

My Settings About Store

Notifications
User: admin on PIS5CI6

GP Practice
MST HEALTH CENTRE

Consultant
KRUGER, RALPH

Ward/Location

al

Descending

e

4 Reports found

Amend Report Criteria

If a report profile is set up to only show Lipids result sets from the Biochemistry and
Haematology interfaces then only Test Results from the Lipids sets will be displayed.

3 SCI Store Paisley

Home Find Patient Find Result Find Dx

Configuration
Heme = Patient Details = Cumulative Report

ment

Exceptions Mgmt

Find on CHI
Security

Maintenance

Reporting

General

My Settings About Store

patient 10: [N (]

Log Out

User: admin on PISSCI6

=

Patient
Patient Name CHI Date Of Birth Age GP
Lorraine Cumulative 2108606123 21/08/1960 48 HOIDA, ELLEN

GP Practice
UNST HEALTH CENTRE

Consultant
KRUGER, RALPH

Ward/Location

Report Criteria

Date To Disciplines

Report Template

Group : all

N/A
Bio & Haem Li|

TE Chol/HDL Cholesterol

0-5 0 - 5mmal/L
13/08/05 00:00~ 5.1
18/07/05 11:00 70*

Report Legend : significant data = '*' bounded list= "=

Report View

Report Order Descending

-

2 Reports found

Amend Report Criteria

TRIGLYCERI
050 - 3.00 mmol.

092°

Return to Index
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2.3

Default grid sort order
Background

Establish a function to provide default grid sort orders for Find Patients and Find
Results is at a system wide level.

Features

There are two new system settings to allow default sort order for the Find Patient &
Find Result pages to be set as ascending or descending against any column on the
search results grid:

o FindResultsSortOrder
o FindPatientsSortOrder

These will be ‘listtype’ system settings allowing the choice of each search result
column in ascending or descending order.

If the system settings are not switched on then default to the current sort order value.
Notes

The findpatient and findresult web services are unaffected since the sorting
functionality is handled post-database on the returned dataset.

Return to Index
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2.4

Patient search logic
Background

A request (in version 5.1 of SCI Store) was made to by users to suppress the
display of any child patient details from the list of patients returned by a
patient search.

This request led to a revision of SCI Store patient search logic with regard to
merged patients and transitory data.

In SCI Store, transitory data is defined as data that will change in value on a
regular basis. For example, ward and consultant values for a patient.

In SCI Store a merged patient represents two patient records that are linked
(merged) together. Two separate patient records still exist in the database.
One of the merged patients becomes the “master” (Merged to) and the other
becomes the “child” (Merged from). The “master” patient is seen as
containing the ‘correct’ patient details. These details are displayed throughout
the SCI Store Web Front-End and passed onto Web Service consumers. The
“child” patient details are retained with SCI Store and can still be searched on.
Selecting a “child” patient from a search list will result in the related “master”
patient details being displayed.

Current state
Existing search logic business rules:

¢ Regardless of the search criteria input, a search of all patients
(master and child) matching the search criteria is initiated.

e The patient details displayed within the list of search results returned
may relate to the master or the child patient.

e Selection of a patient from the returned search list will always result in
the master patient details for that patient being displayed.

Reason for change to Patient Search Logic

This change is required because the SCI Store user community require the
search function to be sensitive to the context of the search criteria.

Feature Summary

Find Patient Search Criteria Filters

Detailed below is a list of Find Patient search criteria fields and corresponding
filters that should be applied.

If more than one search criteria is used.

Description Master Patients All Patients
only
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Surname

Forename

Date of Birth

Postcode

NINININIS

Patient Identifier

GP

GP Practice

Consultant

Ward / Location

Hospital / Site

NINININS

Must Have Results

Results In The Last

Results Between

Discipline

Investigation

Test

NININININS

Master Patients Only Filter

Invoke a search of master patients only matching the search criteria input by
the user.

Example: A search on “Ward 1” should only return a list of patients who are
currently in “Ward 1”. This means that a master patient filter should be applied
and any child patients that relate to “Ward 1” searched on are not relevant.

All Patients (Master & Child)

A search of all patients (master and child) matching the search criteria will
be initiated.

Example: A search on the surname “Smith” is used to find all patients with
this surname. This means that all patients that meet the search criteria
(“smith”) must include master and child patients. In summary, any child
patient with a surname of “Smith” is also relevant.
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2.5

Search results display

The patient details displayed within the list of search results returned will
always relate to the master patient.

Search results navigation

Selection of a patient from the list will always result in the master patient
details being displayed.

It is important to note that if a child patient is returned by the search, only the
related master patient details will be displayed within the search results list.

Patient details information message

On navigation to the patient details an information message will be displayed
that informs the patient is merged.

Filter rule priority

When multiple search criteria are used each of the individual search criteria
will have their specific filter applied to them.

This means that if one of the multiple search criteria supplied has a “Master
Only” filter, then all child patients will be filtered out of the search.

Return to Index

'Printed By' name changed to Friendly Name
Background

Currently all prints have a footer of, for example:

“Printed By: Username1 on 05/05/2008 11:46:53”

As usernames are often not descriptive can this be changed to use the friendly
name? For example;

“Printed By: Hugh Gilbert on 05/05/2008 11:46:53"

This will avoid confusion and unnecessary admin to check who the username refers
to when this information is required.

Features
e Change printed name to friendly name on printed reports.

e Use forename, surname if friendly name not mandatory.

Return to Index
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2.6 Remove erroneous patient identifiers

Background

At present it is not possible to remove erroneous patient ID numbers from a patient
record.

The capability to remove patient IDs is required in cases where a un-merge has
occurred on the PAS system where the CRN and CHI numbers are no longer
attached to the same person.

Scope

e Support a function to flag a patient identifier as 'Removed'.

e Support function to suppress display of “removed” patient identifiers via the Web-
Front End.

e Support a function to record audit data. (To be decided by designer)
e Support a function to display audit data containing details of user and patients.

Features

Find patient identifier

The Find Patient Identifiers option is found on the Maintenance menu and allows the
user to search for patients and remove identifiers associated with them.

To find a patient identifier:
Enter the search criteria and click Search.

(= Find Patient Identifiers - Windows Internet Explorer [BEE]
@.\_ 3 - & http:ffiocahost tediPatient/FindPatientIdentifi o [4][%] [ I8
File Edit View Favarites  Tools  Help

L — = 5
P o [@Fm Patient IdentFiers l I fir - B - i - [5hrage - G Tods -

‘%}_- SCI Store Paisley My Sattings  About Store Log Out

Home  Find Patient  Find Result  Find Document  Find on CHI patient 10: | NN
Configuration  Exceptions Mgmt  Security  Maintenance  Reporting  General  Notifications
Home = Find Patient Identifiers User: admin on PISSCI6

®

Search Options

2 Records Returned

Surname o | mwame | Do | Sex |

7830135222 Alison Black 21/10/1952 F 1 Garnock Place ilbiris Ayrshire Scotland
Forenames | 1234567890 Jimmy Black 15/09/1972 M 1234 North West Road Smalltown
Date Of Sirth

Results will be returned in the search results grid.

Remove patient Identifiers

The Remove Patient Identifiers page shows a list of the selected patient’s identifiers.
However, the current CHI number is not displayed as this cannot be removed.

25



To display the Remove Patient Identifiers page:

Select a patient form the “find patient records” search results grid

(The “remove patient identifiers” view is shown)

(2 Remove Patient Identifiers - Windows Internet Explorer,

@.:/ - [ ntp: s diPatientiRemovep: aspTPatientID=134 ][4 [x] | |[2o]-

File Edt  View Favorites Tooks Help

W [gRemuveFet\entldent\ﬁers lil -8

~ »
deh - b Page ~ () Todks -

-a— SCI Store Paisley My Settings  About Store Log Out

Home  Find Patient  Find Result  Find Document  Find on CHI patient 10: |
Configuration  Exceptions Mgmt  Security  Maintenance  Reporfing General  Nofifications
Home = Find Patient 1dentifiers > Remove Fatient Identifiers

User: admin on PISSCI6

<2

Patient

Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Alison Black 7830135222 21/10/1952 56 (61)

2 Records Returned

1D Value 1D Scheme ID Type
5532465419 NHS Personal Remove
ABC33443 CRN ABC Remove

Click on the remove link next to the identifier to be removed and you will be presented
with a dialog box asking if you are sure you want to remove the selected
identifier.

Select OK or Cancel.

(The list of patient identifiers will be refreshed to show that the selected one has been

removed).

Return to Index

2.7 Results HTML via web service
Background
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2.8

This change is to establish an HTML view of Iab results data that can be accessed
using the SCI Store Web Service.

Delivery of this feature ensures that the order and format that lab results are
displayed in a consistent manner across systems.

If an external system obtains results data from SCI Store via a Web Service request,

they could alter the display of the results in the requesting system's user-interface.

Having an HTML view of the results data will allow SCI Store to maintain control over

the order and display qualities of the data when being viewed in eternal systems.
Features

Modify web service generation (2.3 and 4.1) to include the rendered html results
using the split out display classes.

Notes

CSS display classes that are specific to results display have been separated from
other application styles to allow them to be “transported” with the HTML block via
Web Services.

Comparison should be made between the third-party application and SCI Store
results display to ensure that consistency is maintained.

Return to Index

SCI Store linked documents
Background

Referrals from SCI gateway can contain document attachments. These are linked to

the referral using a package identifier.
Features
Overview

Support a function to highlight that a document has attachments (new “linked”
column, green check “ s signifies that linked document exits).

Support a function to link to a list of linked documents. (Select, green check to
navigate to list of linked documents.

Home page

27


http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222

The recently viewed document tab on the home page will show a green check “/"in
the linked column linked documents exist for the document shown:

‘%‘_ SCI StO re PaIS|ey My Settings About Store Log Qut

Home Find Patient Find Result Find Document Find on CHI Patient ID: _
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home User: admin on PJSSCI6

System Messages
This is the regression test instance of build 5.1.0925 of SCI Store. Please use for Regression Test purposes only.

Recently Viewed | Recently Created My Favourtes | Administration

Patients. Results Documents |

5 Records Returned
| __Name | __ Title __|Revision| _Category Sub-Category | Specialty | Uploaded
willbe Compas Merge

Willbe oo1 Correspondence Clinical letter Haematology 11/06/2009 s View
Secondary

Secondary

Role Testl HS -
Test roletest1 Docurment Tost 001 Reports AHP report Haematology 15/06/2009 HS View
Kenneth SCI Gateway Immediate £
THOMAS Discharge 1 Correspondence Discharge letter unknown 16/06/2009 HS View N
Test Failed patient - Multidisciplinary - .
PatentMatch  mateh tost 001 Clinical Notes note Cardiology 15/06/2009 s View

. Upload . ) )

Jimmy Black Docurnent Test 010 Correspondence Clinical letter Cardiology 11/06/2009 HS View

Find Document

Following a Find Document Search, linked documents are highlighted in the “Linked”
column on the right hand side of the search results grid — see screenshot below. If the

document has other linked document a green check “+/” will be shown.

EQ' SCI Store Paisley My Settings About Store:

Home  Find Patient  Find Result  Find Document  Find on CHI Patient ID:

Configuration Exceptions Mgmt  Security Maintenance Reporting General Notifications
Home > Find Document User: admin on

&
[seareh options [Searsn || cear | 2 Records Retumed

Surame
Kenneth. v 1107273455 11/07/1927 1 Correspondence / Immediate |, nknown 13{)101102833 HS View

Kenneth Correspondence / Immediate 15/12/2008 I
:

memet ]
Title

Category All Categories. v
Sub Category
|Advanced search options ¥

[Available Data Sources |

Local W 2 Results

Local 4.1 ~

Patient details document tab

This view shows which documents have a linked document associated. lllustrated by
the green check “" in the “Linked” column.
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http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222
http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222
http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222
http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222
http://pjssci6/StoreWeb/Restricted/DocumentToDatabaseView/LinkedDocuments.aspx?PackageID=SCI-Gateway-515151&ClassIdx=222

Is - Windows Internet Explos

&) heeo: Detais. sspx7EClassId=19685=D=0 v [42][x] [ |[2]-

Edit Vew Favorites Tooks Help
links ] ACUK Genesys #§ Google 33 LEV ] LocahostStoreweb &7 SignIn ] SOURCEUK @] Store Packageld ) SCCRSDOCS 4] SCI Store Project Portal o GMX <Y ebay

& -8B * [hPage v {Took - @+ i @ 3
% SCI Store Paisley My Settings

Home  Find Patient  Find Result  Find Document  Find on CHI patient 10: | NG

Configuration Exceptions Mgmt  Security Maintenance Reporting General Notifications
Home » Patient Details User: admin on PISSCI6

S5l 8 Astens oot scion V]

Patient

About Store Log out I

Patient Name CHI Date Of Birth Age GP GP Practice Consultant ward/Location
TREVOR DAVIDSON 1212431393 12/12/1843 65
Results | Documenis | Demographics | ADTs | IDs | Audit | Tree View
Filter By
Cotegory [ACaismres 9] sub category I~ Search history
64 Records Returned Records Per Page View Al
1234
| Hotes | Linked |
SCI Gateway Referral 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS 19/02/2009 09:05:18 View o <
Trewor Davidson Referral Attachment 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View n] <
Trevor Davidson Referral Attachment_2 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View u} <
Trevor Davidson Referral Attachment_3 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View o <
Trevor Davidson Referral Attachment_4 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View n] <
Trevor Davidson Referral Attachment_S 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View u} <
Trevor Davidson Referral Attachment_& 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS 26/01/2009 11:02:47 View o <
Trevor Davidson Referral Attachment_7 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View n] <
Trevor Davidson Referral Attachment_8 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View u} <
Trevor Davidson Referral Attachment_9 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View o <
Trevor Davidson Referral Attachment_10 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View n] <
Trevor Davidson Referral Attachment_11 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS 26/01/2009 11:02:55 View u} <
Trevor Davidson Referral Attachment 12 001 Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View o <
Trevor Davidson Referral Attachment_13 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS 27/01/2000 10:18:02 | Retired n] <
Trevor Davidson Referral Attachment_14 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View u} <
Trevor Davidson Referral Attachment_15 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View o < 0
Trevor Davidson Referral Attachment_16 001 Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View n] <
Trevor Davidson Referral Attachment_17 001  Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View u} <
Trevor Davidson Referral Attachment_18 001 Correspondence / Referral letter  General Medicine  17/10/2007 15:48:22 HS View o v ~
hittps ffloc kedDr its. D=5C v las [3 & lnhs\pat / H 100% -

Linked document View

Selecting a linked document in the patient details document tab will show a grid view
of all document linked together by a package identifier:

% SCI Store Paisley

Home Find Patient Find Result Find Document Find on

Exceptions Mgmt Security Maintenance

Home = Find Document = Patient Details = Linked Documents User: admin on PISSCI6
o
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Kenneth THOMAS 1107273455 11/07/1927 81

2 Records Returned

I

Correspondence / Immediate 15/12/2008
SCI Gateway Discharge Bres i (2 et unknown 00:00:00 View
- Correspondence / Immediate 15/12/2008 . -
Kenneth_Thomas_EDIS_Discharge25_Letter 1 Bres i (2 et unknown 00:00:00 HS View (]

Document metadata view toolbar link

Selecting the “linked document” icon will navigate to the linked document view.
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2.9

= Document Information - Windows Internet Explorer |Z”E|E|

@.\- |@, http://pissci6 /StoreWeb/Restricted [DocumentToDatabaseView/DocumentInformation.aspx?8Dc ¥ | | +4 || X | R~

© Ele Edit View Favorites Tools Help

W - B [Eeoe - Gk @ 0 © 3
% SCI Store Paisley Eviistocs
Home Find Patient Find Result Find Document Find on CHI Patient ID: _

Security Maintenance Reporting General Notifications

About Store

Log Out

Configuration Exceptions Mgmt

Home = Find Document > Patient Details = Document Information User: admin on PISSCI6
S0 e EE® A Select Action. . ~|[eo]
0 Current document has linked documents

Patient

Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Kenneth THOMAS 1107273455 11/07/1927 81
Current Specified Document Document Metadata

Title Originating Hcp

SCI Gateway Discharge (JOMNES)

Document Identifier Attesting Hcp

SCI-Gateway-515151.xml (JOMNES)

Document Revision Receiving Hcp

1 Copied Hcp

Category Patient Consent

Correspondence Yes

Sub-Category Sensitivity

Immediate Discharge letter Highly Sensitive

Date Additional Text

2008-12-15 00:00:00

Recipient

Document Specialty No Data To Display

unknown

Document Organisation

CITY HOSPITAL, LOW LANE LONDON

Document Organisation Type

Hospital :

%J Localintranet #100% -

Return to Index

Ul refresh - Documents uploaded
Background
User-interface redesign:

o Adhere to Ul recommendations for admin
e Enhance workflow so that searches are maintained when returning to
previous forms
e Improve usability
[ ]
The following forms have been redesigned as part of the Document Upload
exceptions management feature:

e Services / DocumentToDatabaseSearch.aspx

e Services / DocumentToDatabaseDetails.aspx

e Services / DocumentToDatabaseManualMatch.aspx
Features

e Standard toolbar added

e Search form style standardised (same as “Find Patient” style)

e Search results header bar with pagination

e Form functions moved to actions dropdown menu on toolbar
Screenshots

NEW SCREEN: documents uploaded (Doc to DBsearch)
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Documents Uploaded - Windows Internet Explor

@ © - [En y vices/DocToDBSearch. aspx

Ele Edt View Favoites Toos el
Wl - B - @ - [Ereace - ook - @ b B B
%SCI Store Paisley My Settings About Store

Home  Find Patient  Find Result nd Document  Find on CHI

2| X

Configuration _ Exceplions Mgmt _ Security _ Maintenance  Reporting _ General _ Nol

Home > Documents Uploaded

Search Options 58 Records Returned Records Per Page view All
Decument 123
Source

HI

XML Filename

Processing
Service Stage Processed |  Status Description
X Date
Reached

e [ @
Stage Remote 200506~ 3. Document DocumentTaD, Failed to create Remote Filesystem
Processed _ S‘;NEr Teieip  Upload Error Directory: \\Pjssc\5\c$\REleEDucs\ZﬂDll\D‘l\ZD
Status m Local 2008-05- 5y XML parse | 20/05/2009 12.06.40XML Parsing Errors Error ValidateXML: Error validating Document Category
Docs 20 e oK L against Clinical Index. Error ValidateXML: Error validating Document SubCategary against Clinical
Description [ ] 55 B ko
DatefTime Local 200905~ 5 - Link
e ™ ® Doce 20 Documentto 0K XML Parse  20/05/2008 12.01.17 Document rejected: This revision already on file.
= va.3 12:00:57  Patient
Datalinelo = Local  2009-05- 5 - Link Po——
Pafient Details Docs 20 Documentto  OK E 20/05/2009 11,56.46 Document rejected: Higher revision already on file.
23 11:56:33  Patient
sumame  [equas ] \—1 Local 2008-05- 5 - Link S——
Forename ] = m Documentto 0K e 20/05/2008 11.54.24 Document rejected: Higher revision already on file.
va.3 115412 Patient
Date Of Sirth Local  2009-05- 5 - Link E—
eosteos Docs 20 Documentto  OK E 20/05/2009 11,0654 Document rejected: Higher revision already on file.
ostcode [ ] 23 11:08:45  Patient
local 200905~ 5 - Link
CHE ] Docs 20 Document to 0K XML Parse  20/05/2008 11.06.23 Document rejected: This revision already on file.
Other 1D [ ] |vea 11:06:11  Patient
Local  2008-05- 3. pocument Unexpected
Docs 20 s oK = 20/05/2009 11.04.42 Could not find the specified Document
Document Details B B T1ia:3g Uploa rror
Document Identifier [ | AE AL SR N B G By s Bandai e
B i/ e show. scot.nh.Ukdisd/General:DateCisirth’ clement hos an invalid value accarding to s
Document Category [ ] (o = 2 XML R e | type. Error Position after: NoteDate The 'h hs.uk/isd/SC]
E— e Biseizg Parse Error S gl s i tv'pehErmr Poion ahess e
Category

e\ement has an invalid value according to its data type.

B ==
= 2009-05- 5 . xw XML Parse

20/05/2008 10.59.12XML Parsing Errors Error ValidateX#L: Date of Birth value is in the future Error

N Docs 20 oK
Additional Text 1 E= r05ai57 1| [Ba=e Error ValidateXML: Document Attestation Date value is in the future
Document Specialty |:| =] 2009-05- 20/05/2008 10.28.50XML Parsing Errors Error ValidateXML: Error validating Document Categery
Docs 20 2 - XML oK. XML Parse against Clinical Index. Error ValidateXML: Error validating Document SubCategory against Clinical
Dosuin gl o3 l0i28:30  Parse Error Index. Error ValidateXML: Document Revision value is net numeric Error ValidateXML: Document
o - s Status is not recognised (New/Amend/Delete]
Originating HCP 1 o= P 15/95/2008 15.57.190L Parsing Ervors Ervar Pasiten after: OriginasingHaz The elamen
. Doce 1o 2 - XML oK XML Parse 'DocumentData’ isd/D: " has mvsl\d child
Aattesting HCP 1 0 Parse Error element 'D; Date in ncp: e . List of
v2.2 15:57:06 ne X
P ] possible elements expected i t _Hep'.
9 Local 2009-05- ].E/UEIZUUB 15.55.49XML PEVSIHQ Errors ENDV Posmun aﬁ:er. DocumentStatus The e\emen
Copied HCP 1 [ee= = 2 - XML e XML Parse  'DocumentData’ in p: isd/Di " has invalid child
v2.2 15:55:42 Parse Error element 'Attesting_t HED in ‘httD // " w.scnt.nhs. . List of possible
. - elements expected he P’
15/05/2009 15.55.19XML Parsing Errors Error Pesition after: Dm:umenLAttﬁiE(mnDEte The bl
Done & Local intranet. -

OLD SCREEN (For reference)

(= Documents Uploaded - Windows Internet Explorer

@\‘/ ~+ [£] htto://10.248.9. 10/Store\Web14Restricted)Services/DocmentTaD h. 250 ) [#1] (] | |[2]-

Ele Edt Vew Favorites Iods Hep
Wl G B ® v [hpege - FTok - @ E 3
. Settings bout Store u
% SCI Store Paisley S i g
Home  Find Patient  Find Result Find on CHI patient 10: | NN

Configuration  Exceptions Mgmt  Security Maintenance  Reporting  General
Home > Documents Uploaded User: admin on PISSCI4

ke s | Service | XPre Status
Document Seledt 3 ate

Source 7 Local 2009-05-13  Link Document oK oK Completed successfully 13/05/2009
XMLFileName [ ] Docs w23 13:55:27 to Patient 13.55.35
13/05/2009 13.53.12 Could not find
Frocessing oot Stace Local  2008-05-13  Document Unexpected :
Stage Select Stage W 70 Docsvz3  13.53:04 Upload oK s specified stylesheet gateway-
discharge.xsl to upload.
Erocessed Select A @ Local  2009-05-13  Document o Unexpected  13/05/2008 13.52.16 Could not find
e et 3 Docsv2.3  13:52:11 Upload error the specified Document
6 Local | 2008-01-20 Link Document - - Completed successfully 20/01/2009
Description | Docsv2.3  16:10:14 to Patient 16.11.55
Date/Time 20/01/2009 16.01.01XML Parsing
From I:I Errors Evror ValidatexiiL: Evror
] validating Document SubCategory
Date/Time To Local 2009-01-20 against Clinical Index. Error

67 XML Parse New New

Docsw2.3  16:00:31 ValidateXML: Error validating
Patient I“f""'“at“’“ [ e oSoa ] Document SubCategory against

Clinical Index - doesn't belong to

N lied Category.
Document Information Include in Search suppl
[_oocument information | sl 2051525 Uk ocamert Compleed suscessuly 35:0/20%8

5% Docsvz3 221350 to Patient oK oK 22.14.03
I ‘ ‘ ‘ = Local  2008-10-28  Link Document — p— Completed successiully 28/10/2008
Docs w23  21:28:57 to Patient 21.32.
[ Deiete Messages | [ crearsearen | = Local 2008-10-28  Link Document - - Completed successfully 28/10/2008
Docs w23 21:29:57 to Patient 21.32.
= Local  2008-10-28  Link Document - - Completed successfully 26/10/2008
Docs w23 21:26:57 to Patient 21.32.13
= Local  2008-10-28 Link Document T - Completed successfully 28/10/2008
Docs w23 21:28:57 to Patient 21.32.13
= Local  2008-10-28 Link Document o - Completed successfully 28/10/2008
Docs w23 21:29:57 to Patient
= Local  2008-10-28  Link Document . e Completed successfully 28/10/2008
Docs w23 21:29:57 to Patient
o Local  2008-10-28  Link Document . e Completed successfully 28/10/2008
Docsv2.3  21:29:57 to Patient 21.32.12
o Local  2008-10-28 Link Document . e Completed successfully 28/10/2008
Docsv2.3  21:29:56 to Patient
e Local  2008-10-28  Link Document — p— Completed successfully 28/10/2008
Docs w23 21:29:56 to Patient 21.32.11

=~

Dane [® € mternet

31



Return to Index

2.10 Ul Refresh - Exceptions parsed files
Background

This feature introduces improvements to the user-interface form design for the
Exception management “parsed files” screen. Change scope includes:

e Change form layout to improve usability.

e Changes will be aligned with the Admin Styles guide

e Enhance workflow so that searches are maintained when returning to
previous forms

Features

Standard toolbar added

Search form style standardised (same as “Find Patient” style)
Searcy results header bar with pagination

Form functions moved to actions dropdown menu on toolbar

Screenshots
NEW SCREEN

H My Settis About Store
2 SCI Store Paisley  SEEnes St e
Home  Find Patient Patient 1D:
Configuration  Exceptions Mgmt _ Security  Maintenance  Reporting  General
Home > Parsed Files User: admin on F
@
Search Optiens 38 Records Returned Records Per Page View Al File Actions
|System Search options | 12
: ID | ServiceName | 2oUTCe Report Id Description i
SO W 714 TelepathTransistor Telepath | SSPSUN 2204704652 R,02.1000004.N ParseErvor  requiresto hapsaprI:tEk;anre it can be N
Status ReadDBRecord Failed: This record
requires to be split before it can be
Descriptien ] parsed.ReadDERecord Failed: This
_ ) record requires to be split before it can
Transaction Date: ™) 712 TelepathTranslator Telepath  Teiepathe 2810760578 R,02.1000004.N Parse Error  be parsed.ReadDBRecord Failed: This ~ 22/0%/
From MException 14:03
record requires to be split before it can
Transaction Date: [ 5] be parsed.ReadDBRecord Failed: This
To record requires to be split before it can
; ReadDBRecord Failed: This record
Match Action requires to be split befare it can be
) parsed.ReadDBRecord Failed: This i
Discipline 711 TelepathTranslator Telepath  roiePath3 2608742076  R,02.1000004.N Farse Error  record requires to be split before it can 220 2
MException 14:00
= be parsed.ReadDBRecord Failed: This
Requsstor L Jseren recerd requires to be splt before it can
Organisation = ReadDBRecord Failed: This record
requires to be split before it can be
Beno [ 1 710 TelepathTranslator Telepath Jg}'izatg'fn 2406720233  R,02.1000004.N Parse Error  parsed.ReadDBSRecord Failed: This 2%{5'3‘:
re e & record requires to be split before it can ~
N be parsed.
Patient Id ] Match Error: Exception Rule Match 20/05/
861 TelepathTranslator Telepath  Alan Brown 12158012 R,02.0083024.M Match Error gJExcee sy
Match Error: Exception Rule Match 20/05/
Coremame ] 550 TelepathTranslator Telepath  Carol Dobson R,02.0083024.M Match Error e L]
Date of Birth 658 TelepathTranslator Telepath R,02.0083024.M Match Error WMatch Errer: g:;iazg” Rule Match Zﬂ?g’f
Postcode [ FNAMEQQOL Patient Patient Error: More than one Patient 20/05/
630 TelepathTranslator Telepath ~ TNAWESOOL 4ro11gsaces  RoO2.0087145  FENEn ot ]
622 HomerTranslator  Homer Upexpectad Parse Error: ProcessDEFile : ZT';'?;
Secondary Match Error: Exception Rule Match 18/05/
e P I:l 589 XML40Translator Compas e 191515191519 Match Error Satisfied 16:1¢
588  XML4OTranslator Compas (il 1231231239 Match Error  Mateh Error: Exception Rule Match L2495
Mergeman Satisfie: 16012
——— rr— Y —————— T
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OLD SCREEN (for reference)

3¢ SCI Store Paisley My Settings

About Store

Home  Find Patient  Find Result  Find Document  Find on CHI Patient ID:
Configuration  Exceptions Mgmt  Security Maintenance Reporting General Notifications
Home > Parsed Files User: admir

I™" CHI Matched?

Source System

Status
Description

Transacticn Date/Time From
(dd/MM/yyyy hhimm:ss)
Transaction Date/Time To
(dd/MM/yyyy hh:imm:ss)

1
1
L 1
Match Action
Patient 1D [
surname I
Date Of Birth l:l
(dd/mm/yyyy)
Post Code [
Gther Patient ID [
L 1

Discipline

ReportlD

][ Clear Search_|

Return to Index

2.11 Ul Refresh - Exceptions uploaded files
Background

This feature introduces improvements to the user-interface form design for the
Exception management “parsed files” screen. Change scope includes:

33



2.12

e Change form layout to improve usability.
e Changes will be aligned with the Admin Styles guide
o Enhance workflow so that searches are maintained when returning to
previous forms
Features

e Standard toolbar added

e Search form style standardised (same as “Find Patient” style)
e Search results header bar with pagination

e Form functions moved to actions dropdown menu on toolbar

i My Setti About Stors
% SCI Store Paisley ¥ SEHings St Skar
Home  Find Patient Patient ID:
Configuration  Exceptions Mgmt  Security Maintenance  Reporting  General
Home = Uploaded Files User: admin o
@
Search Options 5 Records Returned File Actions | Select Action..

View Messages -mmm-mm_
365 TelepathFile2D8 Source.tlp 20/05/2009 14:02:54 Parse Error Parse Error 20/05/2009 14.0
Source System 368 TelepathFile2D8. Source.tlp 20/05/2009 13:50:35 oK Parse Error Parse Error 20/05/2009 13.5
File Name |:| 360 TelepathFile2DB Copy of Source.tlp 20/05/2009 13:43:46 aK Farse Error Parse Error 20/05/2000 13.4
— _ 358 TelepathFile2DE Source.tlp 20/05/2009 13:41:21 oK Parse Error Parse Error 20/05/2009 13.4
= 357 TelepathFile2D5 Source.tlp 20/05/2009 13:37:18 oK Parse Error Parse Error 20/05/2008 13.3

Description

Date Processed
From

HUH

Date Processed To

Old Screen (for reference)

i My Satti About Store
% SCI Store Paisley ¥ SSEnas SHESter
Home  Find Patient  Find Result  Find Document  Find on CHI Patient ID:
Configuration  Exceptions Mgmt  Sccurity  Maintenance  Reporting  General  Notifications
Home > Uploaded Files User: admin o
Printer Friendly  Expert
View [0 | __sService | __________FileName | File Datc |Processed [Status | Description |
Messages = =
. 138 MasterlabFile2DB GUMMHC_SCI_2008070133743_26_ta.xt  13/05/2008 o) oK Complsted suceessfully 13/05/200%
Source 11:52:09 11.52.17
Syste
o 138 MasterlabFile2DB WWWC_SCI_2008070133743_26_14.oc  +2/03/2009 o oK CW‘D‘EtEd successfully 13/05/200%
erocessed 137 MasterlabFile2DB WWCAHC_SCI_2008070133743_26_14.txt ﬁ{gg{’sgog oK oK ffg‘g‘emd el LR AR AT
Status 136 MasterlabFile2DB WFPC_SCI_2008070133743_26_14.txt ﬁ{gg{’sgog oK oK ffg‘g‘emd el LR AR AT
il 135 MasterlabFile2DB VPWWC_SCI_2008070133743_26_14.txt S/gg/ggoe oK oK ff’g‘g‘fte" sreEmil) LTE AT
Date Processed From :I . 5
(DD/MMIYYYY) 134 Masterlabfile2DB VFPC_SCI_2008070133743_26_14.txt S/gg/égog ok oK ff?z“"e‘“ successfully 13/05/2008
ey el 1 fos!
(DD/MMIYYYY) 133 Masterlabfile2DB RFPC_SCI_2008070133743_26_14.txt S’gg"gg“ oK s ff?;"fge‘j successfully 13/05/2009
Page of 7 132 MasterlabFile2DB MWWC_SCI_2008070133743_26_14.txt S/gg"gg“ oK oK ff?;"emd successfully 13/05/2009
£ Search ][ FlagAsNew ][ Fiag AsActioned | 13; MasterlabFile2DB MSH_SCI_2008070133743_26_14.txt S"gg";g“ oK oK ffg‘;"f;e‘j successfully 13/05/2009
Dekeie Messages||  Clear Search
‘ I | 130 MasterlabFile2DB MFPC_SCI_2008070133743_26_1d.txt S"gg";g“ oK oK ffg‘;"emd successfully 13/05/2009
120 MasterlabFile2DB LWWC_SCI_2008070133743_26_14.txt ﬁ"gg"ﬁg“ oK oK ffg‘;"f;e‘i successfully 13/05/2009
198 MactadahFila7MB | HINWE SAT 3ANRATA123743 76 14 b 13/05/2009 v Completed successfully 13/05/2008

Return to Index

Ul Refresh - Module permissions
Background

Support a function to allow permissions to be maintained from the database rather
than the current hard-coded radio button implementation.

The revised edit module permissions screen for creating a permission template is
shown below. This screen is accessed from the main menu: Security > Module
permissions templates. From this screen an authorised user can:

e Add a new module permissions template
e Edit an existing module permissions template

Features

Add a new module permissions template
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Navigate to the module permissions template view:

From the main menu select “Security > Module Permissions”

g saag

'%1' SCI StD re PalSI My Settings About Store Log Cut
Home  Find Patient  Find Result  Find Document  Find on CHI patient 10: || NN

Configuration Exceptions Mgmt Security Maintenance Reporting General Motificg
Home = Module Permission Templates User: admin on P1ISSCI6
@ 4

Module Permission Templates

2 Records Returned

Template Name Updated By Last Updated
RestrictedUserTemplate admin 18/03/2009 22:31:58 Celete
Test Template admin 20/03/2009 12:20:02 Delete

Click the “add” icon

f My Sett About St
% SCI Store Paisley A S
Home  Find Patient  Find Result  Find Document  Find on CHI Patient ID:
Configuration  Exceptions Mgmt  Security  Maintenance Reporting General Notifications
Home > Medule Permissien Templates > Edit Medule Permission User: adn
@lid
Permission Template
Template Name Updated By Updated On
RestrictedUserTemplate admin 19/02/2009 22:28:25

Edit Module Permission

Select Categor
Catcgory P 9]

¥ Find and view Patients | Find on CHI Search

¥ view Patient Addresses ¥ Find on CHI - Save to Store

¥ View Patient History W Find on CHI - Test Match
¥ View Patient IDs W Paint in Time View

W View Patient Names W Maintain Patient Consent
IV view Patient ADTs W Break Glass

¥ view Patient Telecoms W View Anonymous Fatients

¥ view Patient Treeview ™ Show Service Name Column

For each permission template, the administrator can select and view each
permissions category using the dropdown menu. The individual permissions for each
category can be modified using the checkboxes. Changes can be saved using the
“save” button on the toolbar.

Applying module permissions template to a user

The option to add a module permission template to a user is accessed from the
“module Permissions” button on the “Add user to group” page. On select the system
navigated to the “edit module permissions” page.

Security Permissions

Module Permis=zions View Permissions |

Availa

HideAlDoB

HideCRN
HideDoBonPatientiMaster
HideFemalePatientz
HideHaematology
HideHSDocs __
HideRadiclogy =
HideReportiD%p=a

strictions .

[

A o v
')
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On display of the “edit module permissions” page there is a function to “apply
Template.

Select the template from the dropdown list and click apply. Changes to the applied
template can then be made in each module permissions category. And saved to the
user using the “save” button on the toolbar.

ame > Users = Add User to Group = Edit Module Permission

2| id

User

User Name Friendly Name
barts bart

Edit Module Permission

Select Category Apply Jasmtate
Categgry Patient o Temy ALLOW ALL
(Mone)
SCALLOW ALL

R
[™ view Patient Addresses [ Find on CHI - 5z RestrictedUserTemplate

Test Template

I Find and view Patients [ Find on CHI

[~ view Patient History [ Find @n CHI - Tescrawn
[ View Patient IDs [ Point in Time View
[ view Patient Names [ Maintain Patient Consent

—_— . ) —

Return to Index

2.13 View service name in patient details view
Background

Change to allow the Service Name to be displayed as a new column within the grid
view for the demographic tabs (Address/Names/Telecoms) on the PatientDetails

page.

This change is to assist with admin procedures to determine resolve data quality
issues.

Features

The Service ID column shows the FiletoDatabase "Service name" which is
understood to be a plain English description of the source system.

The display of the service name within the Demographic tabs will depend on both Site
Level and User Level permissions.

At Site Level there is a new system setting "ShowServiceName".
At User Level there is a new module permission "View Service Name"

If a user has the relevant permissions then this new column will have a heading of
"Service Name" and be displayed as the last column in the grid.

The "Service Name" values displayed for each row in this column will relate to
the source system that provided the specific address/name/telecom information
displayed on the row.

Notes

There is no way of knowing the Source of existing data in these tables, therefore the
new "Service Name" column will remain blank for the vast majority of
addresses/names/telecoms data. This issue was raised with the user and it was
agreed that this is not a problem.
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The service name relevant to the source system that is feeding in the demographic
data will be populated into the Service_ID column each time a new entry is inserted

into:

e t14 Address
e 114 PersonalName
o 14 Telecom

Return to Index

2.14 Miscellaneous other New Functionality / Resolved Issues

Build Feature | Description
510925 New Scottish Ambulance Service — support been added for SAS
T Functionality | reports
510925 New Tracker 6559 - V5.1 Admin Ul: Remove User History Audit
n Functionality | Report from the User Maintenance Form And Create a New
"Patient Audit" Report
510925 Resolved | Tracker 7096 & 7137 - Web Services: Version 2.3 and 4.1 Find
U Issue Document Throws An Error When Surname Is Populated But ID
Is Not
510925 Resolved | Tracker 6899 - Display of Discharge Letters in SCI Store Differs
U Issue to their Display in Gateway
510925 Resolved | Tracker 7095 - Manual Match (Parsed File): Error Occurs When
U Issue We Do A Full Name Search Without Entering A Surname Or Use
An Apostrophe Character In Search Criteria
510925 Resolved | Tracker 7104 - CHI Broadcast Exception When Updating a
U Issue Merged Patient
510925 Resolved | Tracker 7110 - Patient update issue when using C/D in matching
U Issue rule and where the matched patient is a merged patient
51.0929 New Tracker 6017 - V6.0 Move ID To Top of Selection Criteria On
U Functionality | Find Patient Search Screen
51.0929 New Tracker 7147 - Find Documents: Change to Restrict Inefficient
U Functionality | Searches
51.0929 N_ew _ Tra_cker 7179 - User Notes: Add a User Notes Field To User
T Functionality | Maintenance Screen
51.0929 N_ew _ Tracker 7201 — Find Documents: Remove 'Additional Text' field
T Functionality
51,0929 New Tracker 7232 - Module Permissions: Allow Aggregate User and
T Functionality | Permission Groups Module Permissions to be Displayed Against
User Module Permissions
51,0929 New Tracker 7267 - Add Virology to Telepath Discipline List
T Functionality
51.0929 New Tracker 7236- Glue - Allow Referral 2.6 message types to be
T Functionality | uploaded from SCI Gateway into SCI Store
51,0929 New Tracker 7237- Glue - Allow Discharge 2.7 message types to be
T Functionality | uploaded from SCI Gateway into SCI Store
51,0929 New Tracker 7238- Glue - Allow Clinical Letters 1.1 message types to
T Functionality | be uploaded from SCI Gateway into SCI Store
Resolved | Tracker 7233 - Bulk merging - Unhandled Exception When
5.1.0929 .
Issue Forename Contains NULL
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510933 New Trackers 7194 — 7198 Inc — V6.0 - Revision Of Display Of Result
U Functionality | Comments On ‘Result Details’ Screen

510933 Resolved | Tracker 6905 — Tree View - Date Displayed For Doc's Should Be
T Issue Document Date

510933 Resolved | Tracker 7132 - Adding New Sample To Report With Attachments
U Issue Fails

510933 Resolved | Tracker 7139 - GP's Registered To More Than 1 Practice Is Not
T Issue Handled

Resolved | Tracker 7333 - Demog Feed - "After Patient Matching"
5.1.0933 | e
ssue respecification
New Add support for new dataset - Treatment Logs

5.1.0937 Functionality

510937 New Tracker 6799 - Extend Result Audit Report to Display Remote
o Functionality | Audit Information

510937 Ngw ' Tracker 7317 - SCI Store To Be Amended To Read The

Functionality | Set/Profile Read Code From 23/9 For The Telepath Interface

510937 Ngw . Tracker 7378 - Extend Patient Audit Report to Remote Audit
T Functionality | Information

51,0937 Resolved | Tracker 7.255 - Interface Mainte_nance — Prevent t_he creation of a
T Issue new service with the same service name and service type as an

existing service

51,0941 New Tracker 7336 - Extend the Reference Data Upload Page for
T Functionality | Specialty and Facility

51,0941 New Tracker 7241 - Remove IDFormat Help and IDType Help buttons
T Functionality | From The DemogFeed Interface Configuration

51.0941 Resolved | Tracker 7017 - Uploaded Files - Exported Result Data Is Not
U Issue Displayed In the Correct Format

51.0941 Resolved | Tracker 7416 - Document Upload Service Processing Documents
U Issue Multiple Times

51.0945 New Add Treatment Log Web Application Screens
U Functionality

51.0945 Resolved | Tracker 7462 - Find Document Screen: Change "ldentifier" to
U Issue "Patient ID"

51.0945 Resolved | Tracker 7505 - Results Display - Result Status is not displaying
U Issue when viewing results "Ungrouped”

51.0945 Resolved | Tracker 7508 - Parsed File Screen - Rename label 'Patient I1d' to
U Issue 'Store Patient Id' To Be Consistent With Naming On 'Parsed

Message' Screen

Return to Index
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3. Version 6.0

3.1  Find on CHI

Introduction
The Find Patient function now has the capability to allow a user to:

e Search for patients on the CHI database via the Search Provider functionality
available on the ‘Find Patient’ screen and to save patient details to Store from
the ‘Patient Details’ screen

e Test a patient match for a CHI patient against an existing Store patient

o Refresh the patient demographics of a Store patient with CHI database
details via a new ‘Refresh Demographics from CHI’ action on the ‘Patient
Details’ screen.

This functionality is intended to replace the existing ‘Find on CHI’ functionality.
Module Permissions

The following two module permissions are used to administer the new ‘Find on CHI’
functionality.

Module Permission Description Module Permission
Category
Find on CHI Save to Store Allows a user to save CHI Patient

patients viewed via the CHI
Search Provider to Store.
Also allows a user to refresh
local Store patient
demographics from the Chi
database.

Find on CHI Test Match Allows a user to perform a Patient
test patient match against
patient details retrieved from
a CHI search.

Auditing

The actions for inserting / updating and refreshing patient demographic details are
audited and can be viewed on the ‘Parsed Files’ page under the ‘Exceptions
Management’ menu.

Configuration of the CHI Lookup interface
Prerequisites

A CHI Lookup interface requires to be created in Store which points to the national
CHI database.

A CHI Search Provider must be created in SCI Store.

User accounts that require this function must be given permission to the CHI Search
Provider via the ‘Remote Data Source Users’ functionality.
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3.2

The system setting ‘ShowRemoteDatasources’ needs to set to True - this will display
the CHI data source on the ‘Find Patient’ page for those users configured with access
to the CHI Search Provider.

User accounts must be granted the appropriate module permissions described in the
table above.

Constraints
The CHI Demographics checkbox should never be enabled against this interface.

Patient matching rules which contain lines with ‘CD’ enabled should not be used.
(This is because both of these scenarios invoke a lookup to the CHI database. This
interface is designed to automatically lookup the Chi database — forcing a second
lookup is likely to produce unpredictable results and / or errors).

Return to Index

Flag duplicate patients
Overview

This function allows an end user to report patient records that they suspect are
duplicates. The reported duplicates can then be reviewed by an administrator user
and marked as rejected or completed. Actual merging of duplicate patients reported
by this functionality must be manually processed where appropriate.

Module Permissions

3 module permissions (See Figure 1) can be used to administer the “Flag Duplicate
Patients’ function. They can be accessed from the ‘Patient’ Category on the ‘Edit
Module Permission’ screen.

Module Permission Description Module Permission

Category

Flag Duplicate Patients Allows a user to flag a Patient
patient as being a duplicate

Search Duplicate Patient Allows a user to search Store Maintenance
Requests duplicate patient requests
Process Duplicate Patient Allows a use to process / Store Maintenance
Requests action duplicate patient

requests
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Figure 1: Flag Duplicate Patients Module Permissions

System Settings

Using the “MaximumDuplicatePatients” system setting, the administrator can
constrain the number of duplicate patients that can be flagged at any one

time.
MaximumDuplicatePatients Constrain the number of duplicates that can

be reported by an n authorised user.

The default value is 5 with a lower and upper
range between 2 and 10.

Flagging a potential duplicate

Users who have been granted the ‘Flag Duplicate Patients’ module permission will
have access to a ‘Patient Action’ on the ‘Find Patient’ search screen called ‘Flag
Duplicate Patients’ (See Figure 2). This action will allow the user to select patients
from the returned search results and mark them as duplicates in the system. This is
done by selecting the corresponding checkbox at the end of the grid row.

,& SCI Store Paisley My Settings About Store Log Out
Home  Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log patient 10: [ NG B
Home = Find Patient User: admin on PISSCI6
Qwhen flagging duplicate patients a minimum of two patients must be selected.
‘Search Options L_' 23 Records Returned Records Per Page View Al Patient Action
Identifier O
e W] —m-m-
0101796773 Steven Carl 01/01/1979 1 BURNS AVE PAISLEY PA2ORE [
Forenames m :l 0101705093 JOHN COLE 01/01/1970 M 32 Bank Street Rutherglen GLASGOW G733AU [
= &l 1305672011 MILES DYSON 13/05/1967 M 117 JERVISTON ST NEW STEVENSTON MOTHERWELL ML1 4XF r
=2 0101675666 Ted Giffen 01/01/1937 F 1 BURNS AVE PAISLEY PA2ORE ¥
Posteode l:' 1005786844  AllFields Homer 10/05/1978 M 100 Dorset Street Glasgow G1 1HN r
|advanced Search Options ¥ 1001808568 MYPATIENT_1 HOMER 10/01/1980 F 212 BATH STREET GLASGOW G1 1HN r
[Available Data Sources | 1701752816 Telepath JUNIOR 17/01/1975 M  ADDR1.0015 ADDR2.0015 ADDR3.0015 ADDR4.0015 G436GT [
Local 2 23 Results 1231231239 Secondary Mergemain 17/01/1983 M 16 Secondary Road Secondarytown Secondarycounty Glasgow G17 5GF [
Local 2.3 - 1206712600 Secondary Mergemain 17/01/1983 M 8 Primary Road Glasgow Gi33AU [
Local 4.1 - 1231231230 ;’;r'gi;’:;":””" 17/01/1983 M 16 Secondary Road Secondarytown Secondarycounty Glasgow ~ G17 5GF [
Local 6.0 r 1206712600 Primary Mergeman 17/01/1983 M 8 Primary Road Glasgow G133aU [
1406502677 NUNIT MiabTest 14/06/1950 F 23 Test Street Test Estate Testtown West Test Testland EHS4 6FT [
1407526847 Testpatient MiabTest 14/07/1952  F :§::§ E‘;ﬁnltrﬁdd'm Line 2 Address Town Address County g4 35 [~
0101709993 JOE MOLE 01/01/1970 M 32 Bank Street Rutherglen GLASGOW G733AU [
0307768732 firstforename 03/07/1976 M  address line 1 address line 2 address line 3 address line 4 G738WR [
NotPresentLink
0101675234 Susan Roberts 01/01/1945 F 261 HIGH STREET Hillside PAISLEY PAL ZHG [
1207677558 Carl Smith 12/07/1967 M 12 Church Road Aberdeen AB119ZZ [
3452347694 MISYS SOCKETTESTL 10/05/1930 M 52 TEST Place Socket Town Socketville G44 3TN r
nnnnnnnnnn Forename333 AGINTIAED B Addeneet Addeaeen Addeane? neT onr

Figure 2: Patient Action: Flag Duplicate Patients

Once selected, a confirmation dialog (Figure 3) is displayed to the user summarising
the details of the selected patients and requesting that they input a reason for
flagging the selected patients as duplicates.
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| cir | Name | pos Jsex]  Address |

1231231239 | Secondary 17/01/1983 | m | 16 Secondary Road Secondarytown Secondarycounty
Mergemain Glasgow

Secondary
1206712600 LEEeTom 17/01/1983 M 8 Primary Road Glasgow

Reason for flagging these patients as duplicates:=

Figure 3: Confirmation dialogue

Find Duplicate Patient Requests Screen

This screen allows an administrator to search for duplicates that have been reported
by an end user.

To access this function a user must have the ‘Search Duplicate Patient Requests’
module permission. The screen is accessible ‘Maintenance > Find Duplicate Patient
Requests’ menu (Figure 4).

_:‘Lr SCI Store Paisley My Settings About Store Log Cut

Home Find Patient Find Result Find Document Find on CHI Find Treatment Log Patient 1D: _ m
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Heme = Find Duplicate Patient Requests

[Searncatons [ sowr || cowr |

User: admin on PISSCI6

Request Date Fram™
Reguest Date To™
Request Status

Figure 4: Find Duplicate Patient Requests
Form Functions
Function to search on:
¢ Date range (request submitted)
e Status (Outstanding, completed, rejected)

e User id (who made the request)
Default form values:

e Date range: last 30 days
e Status: Outstanding requests

Date range error

An error message will be displayed if a search is submitted with a date range greater
than 365 days (Figure 5).
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% SCI Store Paisley My Settings  About Store  Log Out
Find Find Find on Find Treatment patient 10: [

Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = Find Duplicate Fatient Regquests User: admin on P1S5CI6

OA search may only be performed over a period of 365 days.

[«
Search Options

Regquest Date From™ | 1811/2008

Reguest Date To™ 18M1/2008 (W

Reguest Status Completed |¥

)
a
2
Ej

Username

Figure 5: Error: date range greater than 365 days
Wide-ranging search warning

A search greater than 30 days and less than or equal to 365 days will display a
warning box asking the user if they wish to continue (Figure 6).

You are about to run a =earch with wide-ranging search criteria. Running
this search could have an adverse effect on system performance. Do you
wish to continue?

Figure 6: Wide-ranging search warning

Form actions:

e OK -the search will be run
e Cancel - the search will not be run.

The search will generate a list of duplicate patient requests in the system based on
the selection criteria (Figure 7).

‘%r SCI Store Paisley My Ssttings  About Stora L

Home  Find Patient  Find Result  Find Document on CHI  Find Treatment Log Patient ID:

Configuration  Exceptions Mgmt  Security Maintenance Reporting General Notifications

Home > Find Duplicate Patient Requests User: admin on P1
%)
|Search Options 3 Records Returned
Request Date From™ | 201102008 |w Requested by Number of Duplicates Date of Request 4 Request Status
admin 5 19/11/2009 Outstanding
Request Date To® 191142008 |v
admin 4 19/11/2009 Outstanding
Request Status OQutstanding | ¥
admin 4 19/11/2009 Outstanding

Figure 7 “Find Duplicate Change Requests”, Search Results

The search results grid will show the following information
e Requested by - User who made the request

o Number of duplicates - How many patients are flagged as duplicates
o Date of request — date request submitted
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o Request Status - outstanding, completed rejected

The sort order default is oldest first. It is possible to sort the columns by data of
request.

Duplicate Patient Request Details screen

The details of the duplicates can be viewed by selecting entries from the returned
search results, which then loads the ‘Duplicate Patient Request Details’ screen (figure
8) where the full details can be viewed.

%r SCI Store Paisley

Home Fi Fi F CHI  Find Treatment Log

Exceptions Mgmt _ Security  Maintenance  Reporting  General  Notifications
Home > Find Duplicate Patient Requests > Duplicate Patient Request Details Use in on PISSCI6

a0 | DO = Actions Frocess ~|[ce)
Ssiect Acton
Request Details
Requested By admin Request Date 19/11/2009 10:45:08 Request Reason  test Process
| ion Details |
Request Status  Outstanding Actioned By WA Date Actioned /A Actioned Comments
[ouplicate paticnts |
[ ooe | s= [ Adores | vostcouc |
0101575025 ANN ADAMSCN 01/01/1957 F 2 GREEN STREET
0101686778 Charlie August 01/01/1869 M 12 Church Road Aberdesn AB118ZZ
0206751222 MARY BANKTEST 02/06/1575 F 21 ROSLYN CRES RATHESAY TEST PS20SHT
1305618017 David Banner 13/05/1961 M 165 Motherwell Road Belshill MLO12SD
7830135222 Alison Black 21/10/1952 F 1 Garnock Place Kilbirnie Ayrshire Scotland KA251DS

Figure 8: Request details screen

Process Duplicate Patient Requests

When the ‘Duplicate Patient Request Details’ screen is loaded, users who have been
granted the ‘Process Duplicate Patient Requests’ will be able to ‘process’ the records,
by changing their status to either ‘rejected’ or ‘completed’ and an appropriate
comment can be added. This can be achieved by selecting the “flag” icon from the
toolbar or selecting process from the “actions” dropdown list (Figure 9).

Status

Comments

Process.

Figure 9: Update Request Status

Form details:

e Status (dropdown) — possible values completed or rejected
o Comments (input text box) - comments can only be added if the status is
rejected.
Printer Friendly View

A printer friendly view of the duplicate patient request details screen can be accessed
from the patient actions toolbar.

Return to Index
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3.3 Manual Document uploads (Admin)

Module Permissions

To assign an end user with access to the Manual Document Upload feature:

¢ Navigate to module permissions maintenance screen

Assign “Manual Document Upload” module permission to the user account

Interface configuration

A manual document upload interface configuration must be created and set to active.

Note: If there are multiple manual document upload interface configurations, only can
be set to active.

New service definition

To create a manual document upload service definition:

e Select "Configuration > Interfaces " from the main menu.
e Click "¥" (Add)
[ ]

Select ‘ManualDocumentUpload’ from the drop down list

The system navigates to the "New Service Definition'
% SCI Store Paisley

Home  Find Patient

Find Result  Find Document  Find Treatment Log

ation

i mt  Security
Home > Maintain Interfaces > New Interface

Maintenance Reporting General Notifications

= d

New Service Definition

User: admin on PISSCI6

Service Type

ManuaDocumentUpload %

Service Name *

Status @ on « off

Amend service definition

To amend a service definition:

e Select "Configuration > Interfaces " from the main menu.
e Select a manual document upload interface from the service list
[ ]

The system navigates to the "Amend Service Definition" Page (Shown
below)

% SCI Store Paisley

My Settings  About Store  Log Out
Home  Find Patient  Find Result  Find Document  Find on CHI

Find Treatment Log
Exceptions Mgmt

Configuration
Home > Maintain Interfaces > Amend Interface

@l xdl £

Amend Service Definition

Security

patient 10: [
Maintenance Reporting

General Notifications

User: admin on PJSSCI6

Actions | Select Action.. v

Service ID

ManualDocumentUpload v
RemoteFile MDU

Service Type
Service Name

Status

@ on O off

Service Definition Fields

Service ID System Generated unique ID for the Service Definition

Service Type The Service Type must be set to "ManualDocumentUpload".

Service Name

Unique name for the service, input by administrator user.
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Status Boolean status to enable / disable the service.

Configure interface

To configure a manual document upload interface

e Select" Q’E’ from the toolbar on the amend service definition screen
e Enter details as required

e Select" d to save details

%}. SCI Store Paisley My Settings About Store Log Out
Home  Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log patient 1D: ||
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = Maintain Interfaces = Amend Interface > Amend Manual Document Upload User: a in on PISSCI6
=) id Actions  Sckctacion.. ]G]

Manual Document Upload

Document Source® |RemateFie 1Manual Document Upload |

Document Extension™ |

Document Size Limit™

Allow Future Attestastion Date

Document Storage " Local 5CI Store © Remete S5CI Store DB @ File Server

File Server URL® “\pjsscil245CIDocs

Document source Specify Document source
Document Extension Specify valid extensions
Document Size Limit Specify Document Size Limit
Allow future attestation date Determine if future attestation date is allowed
Document Storage Define storage location

File Server URL Specify file server URL

Return to Index

3.4 Manual Document uploads (End User)
Getting started

A document can be uploaded to a patient record by selecting the document upload
button from the toolbar on the Patient Details screen (shown below). The button icon
is white with a blue arrow.
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My Settings About Store

patient 10: || NG

Log Out

% SCI Store Paisley

Home  Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log

Security  Maintenance General  Notifications

Configuration  Exceplions Mgmt Reporting

Home = Patient Details User: admin on PISSCI6

A 'TE\ Actions | Select Action v

Patient

Patient Name CHI Date Of Birth Date of Death GP GP Practice Consultant Ward/Location
Keith Richards 812433131 18/12/1943 25/09/2007 HOIDA, ELLEN DOLLAR HEALTH CENTRE
Resuts | Documerts | Demograpl ADTs | IDs | Audt | TresView | Trestmert Log
Filter By Display Mode

Discipline| | =cled\processed In The Last| |

Group By Report & Ungroup By Report T

1 Record Returned

Report 1d

178865G Radiclogy

Processed At
03/11/%009 19:36:38

N\
2 @)

Entering the Manual Document upload details

Sample Collected Investigation Date Reported | Notes | .. |

13/02/2007 13:45:00 Radiclogy 04/05/2007 11:31:00 o

Radiology

Selecting the manual document upload button from the toolbar will navigate to the
Manual Document upload Details form (Shown below)

My Settings. About Store

patient 10: || NG

Log Out

% SCI Store Paisley

Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log

Security

Home

Configuration  Exceptions Mgmt Maintenance  Reporting General Notifications

Home = Patient Details > Manual Document Upload User: admin on PISSCI6

=
Patient
Patient Name CHI Date Of Birth Date of Death GP GP Practice Consultant Ward/Location
Keith Richards 1812433131 18/12/1943 25/09/2007 HOIDA, ELLEN DOLLAR HEALTH CENTRE

Manual Document Upload Details

Document Title™

Document Revision o001

Document Specialty

Select Document Speciafty.. ¥
[ search
Select Clinical Category. v

Grganisation Name™
Clinical Index Category™
Clinical Index Sub-Category*
Attestation Date”
[ search
[ search

Consent’
Sensitivity”
Griginating HCP
Attesting HCP
Additional Text

Submit Details

Below is a summary of the manual document upload details form data.

Item Description

Type

Document title

Enter a name for the document (mandatory)

Field (Input)

Document revision

Automatically generated by the system
(mandatory)

Field (read Only)

Document Specialty

Select document specialty from dropdown
list. (mandatory)

Field (Input)

Organisation Name

Select organisation (From pop-up list
selector); (mandatory)

Field (Input)

47




Clinical Index category Select Clinical index category (mandatory) | Field (Input)

Attestation date Attestation date and time (mandatory) Field (Input)

Consent Signify consent status (Yes / No) Field (Input)
(mandatory)

Sensitivity signify the sensitivity of the document Field (Input)
(mandatory)

Originating HCP Search for origination HCP (Optional) Field (Input)

Attesting HCP Search for attesting HCP (Optional) Field (Input)

Additional text Add any additional note text to accompany | Field (Input)
the document. (Optional)

Submit Details Click button to navigate the file upload form. | Button

Reset form clear all form data Button

Note:

* Only one file can be uploaded at a time

* Only plain text or binary (e.g. MS Office, PDF etc) documents can be uploaded
* XML files and associated style sheets are excluded

For a new document the document revision number will default to 001, for a
document revision it will default to the previous version + 1. i.e. 003 -> 004

The screen below shows the "pop-up" function on the manual document upload
details screen to search for and select an organisation.

Organisation Search Results Closef

(N101H) Aberdeen Royal nfirmary - Cornhil Road Aberdsen Al
(NDZBT) Aberdeen Royal Infirmary Ambulance ASQ - Forresterhil Road A =
(E121H) Bethlem Royal Hospital - Beckenham Kent

(v103) Crichion Royal Hospial - Glencaple Road Dumiries

(v104H) Dumfries & Galloway Royal Infirmary - Bankend Read Dumfries
V102H) Dumfries & Galloway Royal Infirmary - Maternty Untt Bankend Re
(v023T) Dumfries Royal Infirmary Ambulance ASO - Bankend Road Dumfr
(T102H) Dundee Royal Infirmary - Barrack Road Dundee

(30167} Edinburgh Royal Infirmary Ambulance ASQ - Little France Cresce
(V010T) Falkirk & District Royal Infirmary Ambulance ASO - Major's Loan 7 ¥

Upload file
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Having clicked on the Submit Details button on the manual document upload details
screen, the screen will refresh with the following additional fields:

Item Description Type

Document Location Displays the selected path of the document Field
location (read only).

Browse Function to search file directory to determine | Button
the document location. (Note: The document
location field that the path is displayed in is
read only. The user must use the “Browse...’
Button to locate the document)

Document Identifier Automatically populated with the document Field (read only)
filename and extension once the document is
selected.

Upload document Selecting this button will upload the selected | Button

file to SCI Store and associate it with the
patient record.

This is illustrated in the screen below. The manual document upload details are set
to read only when the upload file form is displayed.

Home = Fatient Details = Manual Document Upload User: admin on PISSCI6
=
Patient
Patient Name CHI Date Of Birth Date of Death GP GP Practice Consultant Ward/Location
Keith Richards 1812433131 18/12/1943 25/09/2007 HOIDA, ELLEN DOLLAR HEALTH CENTRE
Manual Document Upload Details
Maximum file size for upload is
l4096Kb.
The valid extension typas for
upload are:
*.doc
= pdf
B Eiais
Document Location™ @ Browse:
Document Identifier
Upload Document

A tool tip is provided to illustrate the document size limit and valid file extensions
(shown below)
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Maximum file size for upload is
0g6kb.

he valid extension types for
upload are:
*.doc

o =l
ion® o |

ifier |

Upload Docuw

Having selected "upload document” button, the system will upload the selected
document to SCI Store. The following message is displayed if the upload was
successful:

S A BT 4]

0 Document successfully uploaded
Patient

Immediately after upload the system will navigate to the patient details screen with
default focus on the Document tab that will now have the uploaded document listed in
the grid view. (Shown below):

. My Settir About Store Log Out
% SCI Store Paisley o s = e
Home  Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log patient 10: ||
Configuration  Exceptions Mgmt  Security  Maintenance  Reporting General  Notifications
Heme = Patient Details User: admin on PISSCI6
S B B F T Actions | Sekect Action... DE
© bocument successfully uploaded
Patient
Patient Name CHI Date Of Birth Date of Death GP GP Practice Consultant Ward/Location
Keith Richards 1812433131 18/12/1943 25/09/2007 HOIDA, ELLEN DOLLAR HEALTH CENTRE

Resuts ‘Dncumems ‘ Demographics || ADTs | IDs | Audit | Tres View | Trestment Log

Filter By
Category | Al Categories ¥ | Sub Category I Search history
1 Record Returned
[ Titie | Rev. | Category Specialty Document Date Last Accessed | View | Notes | Linked |
fodtertert 001 Imaging / Nuclear Medicine Neurology 10/11/2009 14:23:51 s view o -

Revise uploaded document
To revise an existing document that has been uploaded via the manual route:

¢ Navigate to the Document information page for the uploaded document

e Select the manual document icon from the toolbar
(The system will replace the read only document metadata field set with the Manual
Document upload details form (shown below))
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‘& SCI Store Pa isley My Settings About Store Log Out

Home  Find Patient  Find Result  Find Document  Find on CHI  Find Treatment Log patient 1D: || NG
Configuration  Exceptions Mgmt  Security Maintenance Reporting General Notifications
Home = Fatient Details > Document Informaticn = Manual Document Upload User: admin on PISSCI6
=
Patient
Patient Name CHI Date Of Birth Date of Death GP GP Practice Consultant Ward/Location
Keith Richards 1812433131 18/12/1943 25/09/2007 HOIDA, ELLEN DOLLAR HEALTH CENTRE
Current Specified Document Manual Document Upload Details
Title
fodtertart Document Title™

Document Identifier
Decument.dec
Document Revision

Document Revision
Document Specialty®

oot Organisatien Name
Category
e Clinical Index Category
Sub-Category Clinical Index Sub-Categery
Nuclear Medicine .
Date Amsstation Date L =
2005-11-10 14:23:51 Consent™ -
Recipient

. Sensitivity
Document Specialty
Neurology Originating HCP [ searen
Document Organisation . -
Dumfries Royal Infirmary Ambulance s [
ASG - Bankend Road Dumifri Additional Text
Document Organisation Type
Hospital

Submit Details

Enter the required document information and click "submit details"
(The file upload form will be shown)

e Select file from local PC or file server
e Select upload document button

Return to Index

3.5 Patient search logic

Overview

This release introduces new functionality to apply different search rules based on the
context of the user-initiated search.

The context of a search may differ depending on the search criteria invoked. The two
possible patient search contexts are:

e A Current Patient List that matches on the search criteria
e Specific patients that matches on the search criteria

The table below summarises the relationship between the patient search context and
the patient search logic.

Context Description Search logic

Current Patient List The user enters / selects Search master patient
criteria that is intended to only

produce a list of current
patients that match the
search criteria

Specific Patients The user enters / selects Search master and child
criteria that is intended to records.

find specific patients that
match the search criteria
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Current Patient List Context

In this context the user is only interested in a list of current patients. Child records are
not relevant.

The search criteria relevant to this context are:

GP

GP Practice
Ward
Consultant
Hospital

By limiting the search to master patients only a list of the patients that
currently belong to the search criteria input can be returned (e.g. GP of
Registration).

Specific Patients Context

In this context, the user does not necessarily know that the specific patient they are
looking for has been merged and may have specified search criteria that relates to a
child record. This means that the search logic will be applied to master and child
records that match on the search criteria. Only the master record will be displayed in
the search results list.

The search criteria relevant to this context are:

e Patient demographic data (E.g. surname, date of birth, etc)
e Patient result data (E.g. discipline, investigation, etc)

By allowing this type of search to include master and child patients the requirements
for this context can be met and the system will return a list of patients that will aid the
user in finding the specific patient they are looking for.

For any child patients returned by this search, the related master patient details will
be displayed within the search results list.

Find patient search logic
Search master records only (Current patient list context)

A search on master record only will be invoked if the search criteria contain one or
more of the following patient list context search criteria shown in the diagram below.
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_——{ep}
z//

f ______._-——:- GP Practice

Current f 1
Patient List  Consultant -

Context

\ ! Ward / Location }

1 Hospital / Site |

Search master and child records (specific patient context)
A search criterion that relates to specific patient context is shown in the diagram

below. If the user inputs or selects search criteria for one or more of these, a search
on both master and child records will be invoked.
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—: Patient Identifier '-',
7 Surname
—— Date of Birth -

- Postcode }

- 8= Isex |
Specific Patient )
Context . i
e - Discipline |

{Investigation |

— Test -

- —— Must Have Results }

" Results In The Last ,

~—[ Results Between |

Multiple search criteria and combined context types

When multiple search criteria are used, each individual search criteria will have the
specific context filter applied. This means that if any of the multiple search criteria
supplied has a ‘Master Patients Only’ filter, then all child patients will be filtered out of
the search (l.e., current patient list context takes precedence).

For example, a search on Surname and GP practice will invoke
a search on master patient only because the GP practice is
associated with the current patient list context.

Find Result Patient Search logic

Similar rules will apply to the “Find Result” search function

Search master records only (Current patient list context)

Search criteria that relates back to the patient:

GP

GP Practice
Ward
Consultant
Hospital

These criteria will be applied against the master patient only. If a match is found then
all results relating to this patient will be displayed.
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3.6

The patient details displayed for the search results returned will always be for the
master patient.

Find Document Patient Search logic

Search criteria that relate back to the patient:

Surname
Forename
Date of Birth
Identifier

These criteria will be applied against all patients. If a match is found then all
documents relating to this patient will be displayed.

Applying patient context to web application views
Recently viewed patients list

Current patient context will be applied to the recently viewed lists on the home page.
This means that the master patient details will always be shown on the "recently
viewed" tabs for patients, documents and results on the home page.

Patient details in audit reports

Current patient context will be applied to patient details shown in Audit Reports.
Where patient details are listed in a user or system audit report, the master patient
details will always be shown.

Return to Index

Recently requested results
Background

The Recently Requested Result functionality allows users to view new and updated
results that were requested by one of a user-defined list of clinicians (a “Requestor
Group”) via a list on the users’ homepage.

This will provide the user with a list of lab results that they, or related clinicians, have
recently requested. Each result in this list will be complimented with “Viewed By”
indicators to quickly show if the most recent version of the result has been viewed by
the current user, or viewed by any other user in the system.

Setup

To allow a user to configure Requestor Groups and view the Recently Requested
Results Home Page tab they must be assigned the Recently Requested Results
module permission. This is found under the Results category.
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,%1_ SCI Store Paisley My Settings About Store Log Out

Home  Find Patient  Find Resut  Find Document  Findon CHI  Find Treatment Log patient 10: [
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications
Home = Users = Add User to Group = Edit Module Permission User: admin on PJSSCI6
< id
User
User Name Friendly Name User Type Base Location Account Status
admin The Global Admin Local Local Store Active

Edit Module Permission

Select Categor Apply Template Combine Permissions
S— Bl e e

¥ Find Result Search

¥ view Results

W view Results History

W view and Add Result Notes
V¥ Cumulative Report

¥ Cumulative Report Profile Templates

V¥ Recently Requested Results |

The user is then able to configure Requestor Groups.

Requestor Groups

The Requestor Groups setup page is accessed via a new link on the My Settings
page:

q& SCI StO re Paisley My Settings About Store Log Out

Home Find Patient Find Result Find Document Find on CHI Find Treatment Log patient ID: [ NG m
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = My Settings User: admin on P1SSCI6

g Manage My Information
B User Customisation
@ Change Fassword

B Maintain User Questions

| @ User Regquestor Groups

The User Requestor Groups page displays a list of Requestor Groups configured by
the current user. From here you are able to add a new requestor group, delete and
existing group, or click through to edit a group and add clinicians to the group.

'%1' SCI Store Paisley My Settings About Stora Log Out

Home Find Patient Find Result Find Document Find on CHI Find Treatment Log patient 10: ||
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications
Home = My Settings = User Requestor Groups User: admin on PISSCI6

|+

Requestor Groups List

2 Records Returned

Group Type Date Updated
Me-1 Perzonal 12/11/2009 14:03:50 Delete
clinic Clinic 12/11/2009 14:06:23 Delete

Adding a new Requestor Group

Clicking the + button allows a user to create a new Requestor Group by navigating
to the Add Requestor Group page shown below. On this page the user is asked to
enter a group Name and Type. The group name is free text. The type can be one of
the following categories:

e Personal
e Other Clinician
e Clinic
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e  Other Group

The Personal category should be used to hold the HCPs that represent the user. E.g.
if the user is Ellen Hoida then the user would add all instances of Ellen Hoida in the
HCP table into this group. A user will only be able to configure 1 personal group.

qa_ SCI Store Paisley My Settings About Store Log Out
Home  Find Patient  Find Result  Find Document  Findon CHI  Find Treatment Log patient 10: | N
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications
Home = My Settings = User Requestor Groups = Add Requestor Group User: admin on PISSCI6
L1

Requestor Group

Group Name |My Group
Group Type |Please Select.. |¥

Please Select
Perzonal

Qther Clinician
Clinic
Other Group

Deleting a Group

Once a group has been added a user is able to delete it from the list by clicking on
the Delete link in the relevant table row. They will be asked to confirm the deletion.

H My Setti About Store Log Qut
% SCI Store Paisley ¥ SEngs SEE SRS oa e
Home Find Patient Find Result Find Document Find on CHI Find Treatment Log patient 1: || m
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Heme = My Settings > User Requestor Groups User: admin on PJSSCI6
@ | +

Requestor Groups List

2 Records Returned

Me-1 Personal 12/11/2009 14:03:50 Delete
clinic Clinic 12/11/2009 14:06:23 Delete

Windows Internet Explorer,

:‘.,() Are you sure you wank to delete the Me-1 Requestor Group?

Cancel

Users will only be able to delete a group if there are no HCPs attached to the group.

Adding HCPs/Clinicians to a group

By clicking a Requestor Group on the User Requestor Groups page the user is taken
through to the Edit Requestor Group page. Here they are able to Change the Group
Name and Type and also add HCPs/Clinicians to the group.
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%I SCI Store Paisley My Settings About Store Log Out

Home Find Patient Find Result Find Document Find on CHI Find Treatment Log Patient 1D: _
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications

Home = My Settings > User Reguestor Groups = Edit Requestor Group User: admin on P1SSCI6

E=1

Current Requestor Group

Requestor Group HCPs

Select HCPs

3 Records Returned

L Name [ GMCCode | _________ Position _________ | Deleic____|
AARON, DAVID 1208108 Consultant Delete
Hoida, Ellen 4374112 Senior Registrar Delete
HOIDA, ELLEN 4304658 GP Delete

To add a clinician the user should click the “Select HCPs” button. This will then
display a popup control that allows them to search for and select HCPs/Clinicians to
add to the group.

The user will be presented with a textbox to add a clinician’s name. This uses a
“contains” search so a partial surname can be entered. The results grid is sort-able
and has paging. Users can select the desired clinician by clicking the Select link on
the relevant row of the grid.

A message will be displayed at the top of the control if the clinician has been
successfully added. The user will also be able to see the clinician added to the list in
the background.

s
& HCP sucessfully added to group

Clinican Name |J'UhﬂSlUFI H Search ‘

FERGUSCN, JOHNSTCN 1705069
JOHMSTON, ADRIAN 4710437
JOHNSTON, ALISTAIR D053176
JOHNSTON, ANDREW 1332106
JCHMSTON, ANN 2845467
JCHNSTON, ERENDA D0s8708
JOHNSTON, ERIAN 1330221
JOHMSTON, BRYAN 2546427
JCHMSTON, CARCL 2555650
JCHMSTCON, CHRISTOPHER 0400590

To delete a clinician from the Requestor Group they simply click the Delete link on the
relevant row. The user will be prompted to confirm the deletion.
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%_ SCI StO re Paisley My Settings About Store Log Dut

Home Find Patient  Find Result  Find Document  Findon CHI  Find Treatment Log patient 10: [ TN
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications

Home = My Settings = User Requestor Groups > Edit Requestor Group User: admin on PISSCI6
o Report Profile successfully deleted

-

Current Requestor Group

Group Name

Requestor Group HCPs

Windows Internet Explorer,

2 Records Returned

\‘:’/ Are you sure wou want to delete HOIDA, ELLEN From the requestor group?

Hoida, Ellen Delete

HOIDA, ELLEN Delete

Viewing Recently Requested Results

The Recently Requested Results can be viewed on the Recently Requested Results
tab on the users Home page. This tab contains a filter on Requestor Group and ‘Date
From’ & Date To'.

On accessing the tab the Requestor Group will default to the Personal group type, the
‘Date To’ will default to today’s date and the ‘Date From’ will default to today — 7 days.
A search is then run automatically using these values. A user can alter these values
and re-run the search. The results of the search will be displayed in a grid. The grid
is again sort-able and has paging.

The results grid contains two viewed by indicators — “Viewed by Me” and “Other
User”. These indicate whether the most recent version of the result has been viewed
by the current user or any other user respectively. l.e. if a user has viewed a result
the Viewed by Me column would contain a “Y” for yes. If the result was then updated
this value would change to “N”.

%._ sSCI Store Paisley My Settings About Store Log Out

Home  Find Patient  Find Resut  Find Document  Findon CHI  Find Treatment Log patient 10: [
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home User: admin on PISSCI6

Recently Viewed Recenthy Created ‘ Recenthr Requested | My Favourites || Administration

Results |
Result Filter

Reguestor Group | Me-1 vl Date From

05/11:2008 | | Date To 1211112008 ] [Go]

4 Records Returned

l___Name [ cHI_ [ Invesligation Requested By Processed At V-ewed by Me | Other User |

Dave Edwards 0504567713 FBC AARON, DAVID 06/11/2009 11:24:09 ui
Dave Edwards 0504567713 Lipids AARON, DAVID 06/11/2009 11:24:09 A r
Dave Edwards 0504567713 BLCOOD FILM AARON, DAVID 06/11/2009 11:24:09 Y ui
Dave Edwards 0504567713 ELOCD CULTURE AARON, DAVID 06/11/2009 11:24:09 Y it

Clicking the “Other User” link in each row will show a popup displaying audit
information for the relevant result.
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Result Set Information
Patient Name Report Identifier Investigation Date Processed
Dave Edwards HO3,08058012.G Lipids 06/11/2009 11:24:09

The Global Admin PISSCI6 SCI Store Paisley 12/11/2009 14:52:56
admin The Global Admin PISSCI6 SCI Store Paisley 12/11/2009 14:31:16
admin The Global 2dmin FI133CI5 2CI Store Paisley 12/11/2009 14:27:42
admin The Global Admin FI1S3CI6 32CI Store Paisley 11/11/2009 16:59:35
admin The Global 2dmin FI133CI5 2CI Store Paisley 11/11/2009 16:07:14
admin The Global Admin FISSCIS SCI Store Paisley 11/11/2009 16:05:27
admin The Global Admin FISSCIE SCI Store Paisley 11/11/2009 15:40:22
admin The Global Admin FISSCIE SCI Store Paisley 11/11/2009 15:40:11
admin The Global Admin FISSCIE SCI Store Paisley 11/11/2009 15:38:01
admin The Global Admin FISSCIE SCI Store Paisley 11/11/2009 15:24:32

Security Model

The security model is applied to the results displayed on the Recently Requested
Results tab in a similar way to the Find Results page.

Patient consent is respected and any results belonging to patients who have
withdrawn consent will not be shown, unless the user has broken glass against that
patient. View permissions will be applied as will field permissions.

Field permissions and row restrictions will work on the following fields:

Patient Master PatientID, GivenName, FamilyName, Sex,
DateOfBirth, CHI, GP, GPPractice, Consultant,
Ward, Hospital, ServicelD, MergelD, Consent,
MasterMergelD, Anonymous.

Test Report TestReportID, ReportType, Reportldentifier,
RequestingParty _HealthcareProfessionallD,
Recipient, RecipientOrganisation,
RequestingOrg, ReportAbnormal, SectionName,
SystemType, DocumentType,
DocumentSubType, eventtime

Sample SamplelD, TypeCode, TypeDescription,
AnatomicalCode, AnatomicalDescription,

Test TestID, SetOrder, SetCode, setDescription,
ReadCode, ReadDescription, AuthorHCPID,
AuthorisedByHCPID, ExaminedByHCPID,
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ScribeHCPID, TestStatusType

Results display system setting

Results shown on the recently requested tab are always grouped by result set. This
differs from other home page tabs that will be grouped based on the "ResultDisplay"
system setting.

Return to Index

Treatment Log NS subscriptions

Background

A treatment log contains summary information of treatment requests through to
completion or cancellation. It is targeted as being a national dataset for use across all
health boards.

In addition to the treatment log file interface developed for SCI Store version 6.0,
changes have been made to the notifications services (NS) subscriptions manager
feature to enable an administrator to create treatment log NS subscriptions for Web
Service users.

This feature summary will focus on the web application changes to the NS
subscription manager only.

Feature Summary
System Settings

The following system setting must be set to “true” to enable the use of Treatment Log
NS subscriptions.

System setting Value Description
AllowSubscribers True Allows subscribers to notification services
NSGenerateTreatmentLogEvents True This setting controls whether or not to

create Treatment Log Notification
Services events when processing a
Treatment Log file

Managing Treatment log notification services subscriptions

Treatment log NS subscriptions are managed by the administrator user within the SCI
Store Web Application. The functionality can be accessed from the NS subscriptions
manager screen

Note: The treatment log notifications are integrated with the SCI Store Windows Service

and can only be configured in the SCI Store administrator Web application.




To view the Notification Services Subscriptions Manager screen:

e Select “Notifications” form the main menu
e Select “NS Subscription manager” from the Sub-menu
(The NS Subscriptions Manager page is displayed — Fig 1.)

% SCI Store Paisley

My Settings About Store Log O
Home  Find Patient  Find Result

Find Document Find on CHI

patient 10: |

Notifications

Configuration Exceptions Mgmt Security

Maintenance Reporting General
Home = NS Subscription Manager

User: admin on PISS{
=]

Search User Subscriptions

User * | Please Select...

| Subscription Type * | Please Select. || searen |

Fig. 1: NS Subscription Manager Screen

To Search User Subscriptions from the NS Subscriptions manager screen:

e Select a user from the dropdown box (This is populated with valid Web
Service users only)

Select “Treatment log subscriptions” from the dropdown menu
e Click “Search”

Search result options:
o If user has valid treatment log subscriptions: The system will display a list of
treatment log subscriptions for the specified user (See Fig. 2).; else

If user does not have any treatment log subscriptions: The system will display

the error message: “Cannot return treatment log subscriptions. The user is
not a subscriber”.

After the search has been attempted an “Add” button is visible on the toolbar. This will
allow a new Treatment Log subscription to be created for the selected user (See Fig.
2).

Home = NS Subecription Manager

User: admin on PISSCI6
€ Cannot return treatment log subscriptions. This user is not a subscriber

@l +

[z {dd New Treatment Log Subscription ]y

| Subscription Type * | Treatment Log Subscriptions v || Search |

Fig. 2: Error Message and “Add” subscription button on toolbar.

[Note: This search function can be used to view patient and result subscriptions. However,
only treatment log subscriptions can be edited here.]
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To navigate to the Add / Amend subscriptions for a specified user:

¢ In the “Search user subscriptions” form, ensure that the required user is
selected and that the subscription type is set to “Treatment log subscriptions”.

e Select the “Add” button

e The “Add / Amend subscription” form is displayed (See, Fig 3.)

[Note: The add button will not be visible unless the "Treatment log subscriptions” type is

selected. ]

% SCI Store Paisley Wy Settings

Home Find Patient Find

Exceptions Mgmt Security Maintenance Reporting General Noti

Home = NS Subscription Manager = Add/Amend Treatment Log Subscription User: admin on PISSCI6
eld
User Info
Username Friendly Name Email Base Location
WebService WebService test user N/ Local Store

Add/Amend Subscription

ste | search Specialty v | Patient Type v

A1 - General Medicine

42 - Cardiclogy

471 - Paediatric Cardiclogy
A3 - Clinical Genetics

AS - Clinical Pharmacology & Therapeutics
Af - Infectious Diseases

AT - Dermatology —
A8 - Endocrinology & Diabetes
481 - Endocringlogy

AB2 - Diabetes

A3 - Gastroenterology

AA - Genito-Urinary Medicing
AB - Geriatric Medicine

AC - Homeopathy

AD - Wedical Oncolagy

AF - Paediatrics

AFA - Community Child Health
AG - Renal Medicine

AH - Neurolegy

AK - Occupational Medicing
AN - Palliative Medicine

AN - Public Health Medicine

AP - Rehabilitation Medicine

A0 - Respiratory Medicine

AR - Rheumatology

AT - Medical Ophthalmelogy

AV - Clinical Heurophysiclogy

AW - Allergy

C1 - General Surgery b

Fig 3: Add / Amend treatment log subscription form

Setting up the Treatment log subscription parameters

The subscription is configured using one or more of the following parameters:

Iltem Description

Site (E.g., hospital or GP practice)

Type in a keyword in the field and click
“Search” to display a list box of possible
matches (See figure 4). Select an item from
the list and click OK. The selected value will
be added to the site field.

Specialty (E.g. Cardiology or, General Medicine)

Select from dropdown list.

Patient Type (Inpatient, Outpatient, or Daycase)
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Select from dropdown list.

Note: Having created a Treatment log NS subscription, an entry will be placed in the SCI
Store notification messages table each time a treatment log file in processed that meets
the subscription criteria. This message will contain a treatment log ID.

The treatment log ID can be obtained by using the “Get notification” Web Service request.

The detail of the treatment log can obtained by passing the treatment log ID via the “Get
treatment log” web service request.

[Note: If multiple parameters are specified, a treatment log notification can only be
generated if a treatment log record matches on all parameters].

Having specified the subscription parameters, click the “Save” button on the toolbar.

Location Search Results

(20112) NORTH UIST MEDICAL PRACTICE - THE SURCERY LOCHIADDY IELT
(90134) SOUTH UIST MEDICAL PRACTICE - DALIBURGH ISLE OF SOUTH UIST
(W003B) South Uist Medical Practice - Daliburgh Lochboisdale Isle of South U
(W108H) Uiet & Barra Hospital - Balivanich Isle of Benbecula
(80168} UIST AND BARRA HOSPITAL - ISLE OF BENBECULA

Fig 4: Location search results for Site

Treatment log subscription (grid view)

64



The treatment log subscriptions grid view shows all details of subscriptions for a
particular web service user. From here an administrator user can:

e Select an item to edit the subscription parameters

e Delete a subscription using the “Delete” link in the last column of the grid
(See Fig 6.)

% SCI Store Pai5|ey My Settings Jr—

Home Find Patient Find Result Find Document Find on CHI

Configuration Exceptions Mgmt Security Maintenance Reporting General MNotifications
Home = NS Subscription Manager User: admin on PISSCI6

@ subscription saved successfully

a4

Search User Subscriptions

¥ | Subscription Type * | Treatment Log Subscriptions v|| Search ‘

Treatment Log Subscriptions

3 Records Returned

Glasgow Royal Infirmary 09/09/2009 11:36:51 admin Delete
General Medicine Inpatient 09/09/2009 11:36:25 admin Delete
Qutpatient 09/09/2009 11:35:53 admin Delete

Fig 6: Treatment Log Subscriptions list

Notification message Audit search

Use the NS message audit (Fig 7) function to search for notification message audit
records.

Functions on this form:

ltem Description

User (Input) Input the web service user that you want to
find message audit information for.

Message Status (Combo Options:

box) Outstanding — message has not been

consumed via web service.

Consumed - message has been consumed
via Web Service.

Period start This date field only appears if “Consumed” is
selected as message status and is used in
conjunction with the “to” date field to
constrain the scope of the search.

Default value is “today minus 1 month”
(See fig. 8)

Period end This date field only appears if “Consumed” is
selected as message status and is used in
conjunction with the “From” date field to
constrain the scope of the search.

Default value is “today”
(See fig. 8)

Search (Button) Invokes the search for audit records of
notification messages.
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'%I SCI StD re Paisley My Sattings About Store Log Out

Home Find Patient Find Result Find Document Find on CHI Patient 1D: _
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications
Home = NS Message Audit User: admin on PISSCI6
=

Notification Message Audit

User * l:l Message Status * | Please Select.. |v

Please Select...

Cutstandi
r‘u anding

Fig 7: Notification Message Audit search options

H My Setti About Store
% SCI Store Paisley R SRl
Home  Find Patient  Find Result  Find Document  Find on CHI Patient 1D:
Configuration  Exceptions Mgmt  Security Maintenance Reporting General Natifications
Home = NS Message Audit User: admin on PISSCI6
-

Motification Message Audit

“ [webservice Message Status * Feriod Start * 03082008 || Period End * 03082008 v

Fig 8: Notification Message Audit search options with period start and period end

Date options are displayed if “consumed” is selected as Message status (Fig 8
Above).

Notification message Audit search results list

Grid view of the NS message audit search results (Fig. 9)

H My Settis About Stc
% SCI Store Paisley VSRS N——
Home Find Patient Find Result Find Document Find on CHI Patient ID:
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = NS Message Audit User: adr
=

Motification Message Audit

Message Status * [Consumes v Period Start 18052008 v Period End * 03032008 v

Motification Messages

1 Record Returned

L Username ] FEveniType __________| Date Created
WebService TreatmentLog 09/09/2009 11:41:17

Fig 9: NS Message Audit Search results Grid
Search results grids data:

Iltem Description

User name Web service user name.

Event type E.g. patient, result or Treatment log.
Date created The date the message was created.

Additional Information

Managing the impact of a subscription parameter change (e.g. "patient type") in the
source system
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A web service user has one NS subscription to receive notifications of all outpatient
treatment logs only. A particular treatment log for a patient is changed (in the source
system) from outpatient to inpatient. The web service user would receive a
notification for the first inpatient notification only; they would then have to set up an
inpatient subscription to continue to receive further notifications for that particular

patient.

Define source system

The administrator user can define a "Source System" when adding or amending a
User. If this source system matches the source system defined in the treatment log
file then the user will not receive notifications for that treatment log file.

% SCI Store Paisley

Home

Find Patient

Find Result

Configuration

Home = Users = Add User to Group

My Settings About Store

Find on CHI
Security

Find Document

Exceptions Mgmt Maintenance Reporting General Notifications

User: admin on

@ d

User Name

Title

Surname

User Type

Friendly Name

Contact Number |

Amend Existing User

User Details

Maintain Questions
‘ Base Location Local Store L

|Taste 4

‘ Change Password

[Mre

‘ Forename |A |

|Ta;te rd

‘ Email Address |te3ter4@atns com |

‘ Job Type Tester w

Local w

Source System

Return to Index

3.8 Miscellaneous other New Functionality / Resolved Issues

Build Feature | Description
6.0.0949 New The Gateway interface (Glue) has been revised and re-branded
o Functionality | as 'Store Recipient Web Services'
6.0.0949 Resolved | Tracker 7560 - Exceptions Mgmt Manual Match — Add source
T Issue system to the patient search criteria
6.0.0949 Resolved | Tracker 7561- S2S will display an Object Reference error when
T Issue viewing a remote result unless 'View User Audit on Patient and
Results Pages' module permission is set to ON for local account
6.0.1001 New Tracker 7680 - System Administrators to flag patient matching
T Functionality | rules which are no longer required as inactive
6.0.1001 Resolved Tracker 7651 - Incorrect Documents Exception when AMEND
o Issue document is sent to store with revision string length different to
that held in store
6.0.1001 Resolved Tracker 7666 - Multiple Row Restriction Field Permissions on
o Issue Requesting organisation causes exception when using
cumulative reporting
6.0.1005 New Tracker 7544 — Remove Split All File Types From
o Functionality | ‘AmendSplitterFromDatabase’ screen
New Tracker 7624 - Configure Telepath To Support New Immunology
6.0.1005 ; .
Functionality | Interface
New Define multiple style sheets for Gateway Referrals
6.0.1005 ; .
Functionality
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New

Tracker 7658 - V6.1 Document Upload: Swap Links For View Doc

6.0.1005 | £ ctionality | And View Metadata
6.0.1005 New Tracker 7681 - V6.1 Add a ‘View History’ Icon to Toolbar of
e Functionality | Results Details Screen
6.0.1005 New Trackers 7687/88/89 V6.1 New Gateway Type: “Supplementary”
T Functionality | Messages - Add “Supplementary” message V1.0 to Recipient
Web Services
6.0.1005 Resolved | Tracker 7697 — Merged Patient Duplicate ID’s in Patient Details
o Issue ID Tab where patient is in a merge
6.0.1005 Resolved | Tracker 7261 - Document Upload : Store is Not Dealing With
o Issue Multiple Copied HCPs Correctly
6.0.1005 Resolved Trz'ack'er'7734 - Role Administration Search Screen: _Search
" Issue Criteria is not Restored when returning from role maintenance
screen
6.0.1009 New Tracker 6948 - Health Board Cipher Code to Be Included in
e Functionality | ReplicatePatient message Following XML 4.1 and XML 6.0
PatientInformation Processing
6.0.1009 New Tracker 7662 — V6.1 Deceased Flag: Modify ‘Find Patient’
e Functionality | Search Result List to Include ‘Deceased’ Indicator
6.0.1009 New Tracker 7677 - ADT Interface - Web Front-End Changes:
e Functionality | The functionality of the ADT tab on the ‘Patient Details’ page has
been revised in this release of SCI Store.
6.0.1009 Resolved | Tracker 7020 - Manually Matching Result to a Patient Can Cause
" Issue Patient Data Corruption
6.0.1009 Resolved | Tracker 7027 — Duplicate ID’s Created Due to Being Case
o Issue Sensitive
6.0.1013 RTsoIved Tracker 7815 - Login Screen Message Does Not Wrap
o ssue
6.0.1013 Resolved | Tracker 7249 - v51 Feedback - Exceptions Mgmt Parse File
T Issue Action - Confirmation Message Could Be More Informative
6.0.1017 New Tracker 5256 - Patient Result Report — Add Line Breaks Between
e Functionality | Field Sets Of Printer Friendly Reports
6.0.1017 New Tracker 6821 - Add a 'Clear All' Link On Disciplines Results
e Functionality | Selection Control
6.0.1017 New Tracker 7929 - Add capability for Referral V2.7 to Recipient Web
e Functionality | Services
6.0.1017 New New system setting —AdvancedCounterStatsinterval. This setting
T Functionality | determines the time interval in minutes between running the
advanced SCI Store windows counters update.
6.0.1017 New Tracker 7109 - Saved Searches: Error Is Displayed When The
T Functionality | Provider Name Is Changed
6.0.1017 New Tracker 7664 - V6.1 Delete Action On Tabs: Modify Delete Action
T Functionality | My Searches And My Patients Tabs To Remove The Word
Delete And Replace With An Icon
6.0.1017 New Tracker 7870 - Remove 'Save' Action On Toolbar For Web
T Functionality | Service Permissions Page
6.0.1017 Resolved | Tracker 7855 - National Document Category Changed -
T Issue 'Interventions' Now 'Intervention records
6.0.1017 Resolved | Tracker 7823 - Change Default Century On Valid To And Valid
o Issue From Date Fields On The 'User Maintenance' Screen To Allow
Them To Accept Future Dates
6.0.1017 Resolved | Tracker 7888 - Document Management - 'Delete' And 'DeleteAll'
e Issue Do Not Function As Expected
6.0.1017 Resolved | Tracker 6872 - Non-Mandatory Name Element In ‘FindPatient’
o Issue Criteria Causes ‘FindPatient’ Web Service Call To Fail If Omitted

From Payload - v2-3 And v4-1

68




6.0.1017 Resolved | Tracker 7867 - Title— Typo In HCPSelector Control — ‘Clinician’
B Issue should be ‘Clinician’
6.0.1017 Resolved | Tracker 7880 - whereby patient matching rules were being
" Issue incorrectly saved against Translator services when 1 or more
patient matching rules have been flagged as inactive
6.0.1017 Resolved Tracke_'r 7884 — _
Issue ‘p_PatientDocumentSearch_Get_Recently Viewed' Stored
Procedure Regularly Times Out In GGC
6.0.1017 Resolved | Tracker 7886 - Event Notifications - Requesting Organisation
T Issue and RequestingHCP Not Always Populated
6.0.1017 Resolved | Tracker 7890 - Anonymous Patients - Translator Tags Patients as
o Issue Anonymous Incorrectly
6.0.1017 Resolved | Tracker 7897 - User Maintenance Screen - Module Permissions
" Issue and View Permissions Buttons Being Incorrectly Disabled When
No Data Restrictions Exist
6.0.1033 New Tracker 7951 - Modify Translator Definition To Cater for Future
" Functionality | Extensions to Interface File Types
6.0.1033 New Tracker 7961 - TrakCare Added As a New Source System in SCI
e Functionality | Store
6.0.1033 Resolved | Tracker 7649 - Inhibit Creation of Duplicate "Person Tag" in SCI
e Issue Store if Matching Record ID Has “Personal Tag”
6.0.1033 Resolved Tracker 7962 — Missing Index for Anonymous Service:
o Issue

Return to Index
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4. Version 6.1

4.1

Grouping of results on the patient details page

Overview

This functionality will allow an end user to filter items shown in the results tab at the
patient level. The results can be filtered by the following sub-groups:

Results received today

Results received in the last 7 days
Results received in the last 14 days
Results received in the last 30 days
All Results

The ranges of results displayed are defined at the individual user level.
The filter is based on the “Processed at” date i.e. the date the result was processed
into SCI Store.

Admin User
System setting: "DefaultResultsRange"

This system setting defines the default range for the site. This is applied to users
who do not have a value set. This will be a list type with values of "All", "7 Days", "14
Days" or “30 Days"

System Setting: ‘DefaultResultsDisplayRange’

The ‘DefaultResultsDisplayRange’ system setting allows the System Administrator to
set a global value for the ‘Processed Range’ dropdown on the ‘Results’ Tab ‘Filter By’
section on the ‘Patient Details’ page. The filter allows the user to filter displayed
results based on the ‘Processed At’ column values on the tab.

The permissible values are:

All
Today
7 Days
14 Days
30 Days

The default value for the new setting will be ‘All’. Users will be able to set the default
value for the dropdown and override the System Setting if required via the new ‘User
Results Range Default’ page which is now available from the ‘My Settings’ menu. For
further information,

A new System Setting called ‘DefaultResultsDisplayRange’ has been added to allow
the System Administrator to set a global value for the ‘Processed Range’ dropdown
on the ‘Results’ Tab ‘Filter By’ section on the ‘Patient Details’ page.

The ability for the System Administrator to set the ‘Results Processed Range’ value
for a user on the ‘User Maintenance’ screen has been removed — users can now
manage their own preferences for this value via the ‘My Settings’ menu as described
above.
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The ability for the System Administrator to set the ‘Results Processed Range’ value
for a Role on the ‘Role Maintenance’ screen has been removed.

End User

Processed range combo box

The “processed range” combo box can be used to apply a filter on the results listed

on the results tab on the patient details page. The values are: Today, 7 Days, 14
Days, 30 Days and All as shown below.

Of Birth Age GP GP Practice
2/1934 75 ABBAS, AHMED TORRY NEIGHBOURHOOD CENTRE

Audit | Tree View | Treatment Log

Display Mode

Processed Range | Al b Go Group By Report ®  Ungroup By Report ©

Al

Today

7 Days

14 Days

320 Days Sample Collected

13/08/2010 20:18:53 Blood 12/06/2005 11:00:00 Electrolytes & LIPIDS
13/08/2010 20:18:54 Blood 12/06/2005 11:00:00 Electrolytes
13/08/2010 20:18:54 Blood 12/06/2005 11:00:00 Electrolytes

Patient Details: Processed Range

My Settings: User Results Range Default’

A new item called ‘User Results Range Default’ has been added to the ‘My Settings’
menu. This allows users to set their individual preference for the ‘Processed Range’
dropdown on the ‘Results’ Tab ‘Filter By’ section on the ‘Patient Details’ page and, if
desired override the global setting defined by the ‘DefaultResultsDisplayRange’
system setting. The values are: -

All

Today

7 Days

14 Days

30 Days

Use Site Default
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4.2

%r SCI Store Paisley

Home Find Patient Find Result Find Document Find Treatment Log
Configuration Exceptions Mgmt

Home = My Settings > User Results Range

Security Maintenance

@ |

Filter Configuration Options

Besults Display Range | Use sits default |+

Use site default

Logging on with a user role

When a user logs into Store under a ‘Role’, the ‘Results Processed Range’ value will
be defined either by the global ‘DefaultResultsDisplayRange’ or overridden by the
value set in the ‘User Results Range Default’ in the ‘My Settings’ menu against the

logged in user’s account.

Return to Index

Last accessed information

Overview

Last patient user accesses

A list of the last 5 users to access a patient record, result or document is now shown

in the SCI Store Web application. This audit view shows:

Name
System
Location
Time

72



¢ SCI Store Paisley

Home Find Patient Find Result Find Document

My Settings About Store Log Out

patient 10: |

Maintenance Reporting General Notifications

Find Treatment Log
Configuration Exceptions Mgmt Security
Home = Role Administration = Patient Details

User: admin on PJSSCI6

o 28 Actions | Select Action v|[ o |
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Ted Giffen 0101675666 01/01/1937 73 ANDERSON, MARGARET BRUNTSFIELD MEDICAL PRACTICE
Results Documernts Demographics ADTs 1Ds Audit Tree View Treatment Log

Filter By

Display Mode

Group By Report .0 Ungroup By Report »

Mo Data To Display

Last 1 Patient Users Accesses

; . 16/08/2010
Mr Testplan Eleven PISSCI6 SCI Store Paicley 13:07:21

The list includes distinct users only with their latest access. The list does not include
the current user that is logged in.

When a user views a Local Patient/Result/Document the last 5 user accesses section
will be displayed and will contain details of both local and remote accesses

When a user views a Remote Patient/Result/Document the last 5 user accesses
section will not be displayed.

The information is visible on the:

e Patient details view
e Result details view
e Document details view.

Last access summary

This audit summary shows a count of the number of patients accessed in the users
last session.

e This audit information is shown on the home page in a field set above the

tabs.

This view is only displayed the first time a user goes to the homepage and
not each time.

73



4.3

My Settings About Stare Log Out

2% SCI Store Paisley

Find Result  Find Document  Find Treatment Log patient 10: ||| | |

Reporting General Notifications
User: admin on PISSCI6

Home Find Patient
Configuration Exceptions Mgmt Security  Maintenance

Home

System Messages
This is the regression test build of version 6.0.1033.01 of SCI Store. Please use for regression testing only.

Last Access Summary
Last login Aug 16 2010 11:02AM. You accessed 0 patient(s).

Recently Viewed Recently Created Recently Requested My Favourites | Administration

| Interface Management |
Click Here To Check CHI Webservice Availability

Show By Status
@ a1 Con © off

No Data Tao Display

System Setting

The “LastAccessesCount” system setting is used to specify the last accesses shown.
The setting defaults to 5, values 3- 8 can be specified.

Return to Index

UCPN

Background

The Unique Care Pathway Number (UCPN) is a unique identifier that can be
associated with patient referrals. The identifier is used to link referral events and track
progress. For example, the UCPN can link an initial GP referral to one or more
outpatient appointments or a hospital admission for treatment.

Support for the Unique Care Pathway Number (UCPN) is available in build 6.0.1009
of SCI Store.

The changes include:

Inbound XML file processing interfaces

SCI Gateway recipient web service interface

Document upload interface

Web Service consumption

Search via find patient, find result, find document

Web app display in patient details, result details document details

Patient search audit

74




Number format
The UCPN is 13 characters long. An example valid format is: “Z2ZZ123456789Z”.

The format will be validated against during the processing of input files. This means it
must comply with the format defined in the schema.

File processing
SCI Store can process UCPN information from the following XML file formats:

InvestigationReport-v6-0.xsd

DocumentUpload-V2-3.xsd

TreatmentRequest-v6-0.xsd

SCI Gateway Referral, Discharge and Clinical Letter xml files

Web application search

A new UCPN search field has been incorporated into the ‘Find Patient’ search form.
This field is located on the advanced search criteria section.

The Find Result search form has the UCPN added to its existing search criteria.

The Find Document search form has the UCPN added to the advanced search
criteria.

[Note: The Patient Search Audit is updated when a Find Patient search is initiated.]

[Note: UCPN search is disabled for remote data sources search. If a remote data
source is selected the UCPN search field will be disabled.]

Web application display
The Result Details and Document Details pages now display the UCPN.

The Results and Document tabs of the Patient Details screen have new controls
added to allow the user to filter the documents/ results being displayed by UCPN
numbers.

For Result Details there may be multiple UCPN’s. These are displayed on the
ResultDetails.aspx page at the investigation level. The UCPN Filter for Results is
populated with the UCPN's that relate to any results for the patient being viewed.

For a specific document there will be one UCPN, this should be displayed on the
Documentinformation.aspx page. The UCPN Filter for Documents is populated with
the UCPN's that relate to any documents for the patient being viewed.

On selecting a UCPN to filter on, then clicking on the "GO" Button, a list of
results/documents containing the chosen UCPN will be displayed.

XML V6.0 Interface

The XML v6.0 interface can now recognise the UCPN for Results via the ‘any’ tag in
the gen:Test_Set_Result_Type structure.

Document Upload V2.3 Interface

The Document Upload V2.3 Interface can now recognise the UCPN for Documents
via the ‘any’ tag in the “gen:Document_Data_Type” structure.

[Note: Build 6.0.1009 does not support the UCPN for the manual document upload
process.]
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Recipient Web Service

The SCI Gateway Recipient Web Service can map the UCPN sent by SCI Gateway
to the correct location for the Document Upload V2.3 Interface. Version 12.3 of SCI
Gateway supports the UCPN.

The files types impacted by this change are:

e supplementary-metadata-v1-0.xslt

o referral-metadata-v2-6.xslt

e discharge-metadata-v2-7.xslt

e clinical-letter-metadata-v1-1.xslt
Audit
The Patient Search Audit report displays the UCPN in the Patient Search Audit
Details page.

[Note: The UCPN is added to the t_PatientSearchAudit table]

Web service methods
The UCPN search functionality is integrated with V6.0 Web Services Find methods:

Find Patient
Find Result
Find Document

The UCPN display functionality is integrated with V6.0 Web Services Get methods:

Get Patient
Get Result
Get Document

Return to Index

4.4 Miscellaneous other New Functionality / Resolved Issues

Build Feature Description

6.1.1037 | Resolved | Tracker 8002 - 'Actioned' Documents Still Display as Data Errors
Issue Within the Admin Tab on the Homepage

6.1.1037 | Resolved | Tracker 8032 - Display of Result SET Comments Sometimes Out of
Issue Sequence if Multiple Lines of Comments Exist

6.1.1037 | Resolved | Tracker 8048 — XML21 Interface - When Address Contains HTML
Issue Character (e.g. &amp;), It Is Not Converted When Displayed in the

Demographics/Address Tab

6.1.1037 Resolved Tracker 8063 — Recipient Web Services - Multiple Match Rules Within
Issue Web.Config not working as expected

6.1.1042 New Tracker 7682 — Remove ‘Go’ From The Actions Dropdown

Functionality

6.1.1042 Resolved | Tracker 7954 - Multi Page TIF Documents Not Displaying All Pages in
Issue Store

6.1.1042 Resolved | Tracker 8083 - Module Permission Not Being Applied Correctly to
Issue Tree View

6.1.1042 Resolved | Tracker 8107 - Timeout when viewing Historical result - missing
Issue indexes

6.1.1046 New Normalcy Display Changes highlighting to users of Results which

Functionality | contain test data which has been flagged as abnormal
6.1.1046 New Tracker 7347 - Prevent Using Wildcard % Character Combined with
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Functionality

Comparators in Search Criteria

6.1.1046 New Tracker 8094 - V7.0 Extended Document Upload Info - Modify
Functionality | Recipient Web Services to Process the Action Date & Document
Creation Date
6.1.1046 New Tracker 8095 - V7.0 Extended Document Upload Info - Modify
Functionality | Document Upload Logic to Cater for Additional Dates
6.1.1046 New Tracker 8159 Implement New SMR Ethnic Origin Codes Lookup Table
Functionality | to Replace NCDDP Code Lookup
6.1.1046 Resolved | Tracker 8119 - Document upload issue when XML contains structured
Issue and unstructured name nodes
6.1.1046 Resolved | Tracker 8121 — The ‘Forgotten Password’ Link and Access to User
Issue Maintenance Screen Does Not Work When User Name Contains an
‘Apostrophe’ Character
6.1.1046 Resolved | Tracker 8168 - HTML document not displaying correctly in store
Issue

Return to Index
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5. Version 7.0

5.1

5.2

ISD Reference Files Automation

Overview

The current method of uploading ISD reference file data involves the user manually
triggering the upload from the SCI Store Front-End. This has been changed to bring
this interface into line with our other interfaces. This means that the ISD Reference
file upload has been integrated into the Windows Service to automate the process of
uploading the files.

Service definition

The service is designed to run at a suitable time when performance of the other
interfaces will not be affected. To facilitate this concept, a time period has been
introduced. The ISD reference file upload will only be triggered during the specified
time period.

Specifying the service time period

The "Amend Service Definition" page has been modified to allow the user to enter a
time period for when this Service will be active.

The time period is applicable to the new "ReferenceDataToDatabase" service. The
polling interval has been removed for this service as it is not relevant to the time
banded service.

Time band rules
a) The time can be set in half hour increments

b) If the start and end times are set to the same value, nulls are saved to the
database.

¢) When no time band values have been set, they are displayed as 00:00, 00:00. A
service with these time band values will be inactive.

d) If time_from is less than time_to (e.g. 09:00 to 12:00) then both times will apply to
the current day. The service will run between these times.

e) If time_from is greater than time_to (e.g. 23:00 to 02:00) then time_from will apply
across 2 days. The service will run between these times.

{{{TEMP SECTION}}}}
The new time band controls will only display when DevelopmentOnly mode = "True"

Return to Index

Compliance with NHS password standards

Background
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New functionality has been developed to ensure that SCI Store is compliant with the
eHealth NHS National Password Standard (Ref: “20 eHealth NHS Standard - NHS
National Password Standard.pdf”)

All required functionality has been delivered in Build 6.1.1046.

Password complexity
The minimum password complexity requirements are:

1. Shall not be the same as, or contain, the account username;
2. Shall contain characters from three of the following four categories:
a. uppercase alphabetic characters (A-2);
b. lowercase alphabetic characters (a-z);
c. numerals (0-9);
d. Non-alphanumeric characters, for example: ! $ # %.
3. Shall be at least 8 characters long.

Enforce Password change policy

Passwords must be changed at intervals of not more than 3 months (90 days). SCI
Store will force users to change passwords when this interval has elapsed. When a
password has been changed the old password will be disabled.

Using initial/reset password: the initial password shall be used once only, i.e., system
enforces a password change on first logon;

[Note: "Enforce Password Change" functionality only relates to users of type "Local &
Roles Only"]

[Note: This function is not mandatory except on user account creation by a system

administrator.]

Summary of changes

The ‘Password Expires’ checkbox has been removed from the User Maintenance
screen as it will no longer be permissible to set user account to have a password
which does not expire. This will enforce all user accounts with a ‘User Type’ of "Local"
or "Roles Only" to be subject to the password expiry period defined by the value of
the "PasswordExpiry" system setting.

All other user types are not subject to the password expiry period defined by the
value of the "PasswordExpiry" system setting. Where the password expiry period
has elapsed, users will be forced to change their password when they log in to SCI
Store.

In conjunction with the above, the "PasswordExpiry" system setting has been
amended as follows:

o Where it has not been explicitly set by the system administrator, a default
value of 30 days will be set. This will enforce user accounts to change their
password after 30 days has elapsed since their previous password change.

e In previous versions of Store there was no limit to the maximum number of
days that it could be set to. This has been amended to restrict the maximum
number of days to 90.

79



o At sites where the ‘PasswordExpiry’ system setting has been configured to
a value which is greater than the new limit of 90 days, the upgrade script will
amend the setting value to the new maximum value of 90.

[Note: If the password is changed via the 'Change Password' action on the 'User
Administration' screen, the user is not forced to change the password on the next
login unless the administrator has also selected the 'User must change password at
next login' checkbox.]

Password Lockout

Failure to update password: the system shall lock a user’s account if the user fails to
change the password 21 days after the due date

An account shall be locked after a maximum of five consecutive failed login attempts.
Accounts shall remain locked until a request to unlock is received from an identified
member of staff.

Login Self Audit (Last Access Summary)

It is desirable that on login the user is notified of the last date and time of the last
successful login and any failed login attempts; the user must be told what to do if
such notification is not what s/he expects.

In the previous release of SCI Store (Version 6.1.1037) additional auditing was added
to the ‘Homepage’ following the user logging into SCI Store. A new "Last Access
Summary" control was added, detailing when the user last logged in and how many
patients were accessed. This control has been enhanced in this release of Store to
additionally display details of the number of failed login attempts made since the user
last logged in.

This feature is applicable to the SCI Store Web Application only as shown below

% SCI StO re Pai5| ey My Settings About Store Log Out

Home Find Patient Find Result Find Document Find Treatment Log Patient ID: _
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications

Home User: admin on server PISSCI6

Last Access Summary
Last login Dec 23 2010 8:304M. You accessed 3 patient(s). There have been 0 invalid login attempts since your last login.

If this information does not match your recent activity please refer to yvour local security policy.

Recently Viewed Recently Created Recently Requested My Favourites || Administration

Interface Manzgement

Click Here To Check CHI Webservice Availability
Show By Status
Al £ on © off

No Data To Display

Disallow common words

Default passwords forbidden: the system shall not use default passwords that could
be guessed by an attacker; e.g. “password” or “username_1".

SCI Store now allows a common list of words to be maintained. If the desired

password contains one of these words as a substring then it will not be allowed due
the common word check.
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A new front end maintenance option is available via the Security menu to allow the
Administrator to add, edit or delete common words to the
“t_PasswordCommonWords” table. The option is “Security” > “Select Common Words
Maintenance”.

Example Screenshot:

'%}_ SCI Store Paisley My Settings About Store Log Out

Home Find Patient Find Result Find Document Find Treatment Log Patient ID:

Configuration Exceptions Mgmt  Security Maintenance Reporting General Notifications
Heme = Password Cemmen Words Maintenance User: admin on PJSSCI6

e

Create New Password Common Word

Password Common Word | Save

Maintain Password Common Words

1

[An error message will be displayed if the Administrator user tries to enter a common
word that already exists in the table].

Note: This feature has been implemented as non-mandatory. On upgrade to
build 6.1.1046 or later, the Common Words Table will be blank. It is the
responsibility of the Health Board to specify and maintain “common words”.

HASH Strength

Password hashing: the hashing algorithm must hash at least 256 bits; it is desirable
that it is capable of hashing at least 512 bits.

Session Caching

Session caching: applications may store session passwords for not more than 24
hours.

Account Sharing

Account sharing: it is strongly desirable that passwords should identify a specific user
and only that user, i.e. no group user IDs and passwords. Group passwords can
easily lead to non-accountability and loss of audit control;

It is configurable in Store to restrict simultaneous logins. This extended capability
ensures that sites will now have the flexibility to comply with the standard. The
following system settings are available:

Where the 'AllowSimultaneousLogins' setting is active at the site and set to 'True' it
will be set to 3 after the upgrade script has run — restricting each user account to a
maximum of 3 additional logins.

Where the 'AllowSimultaneousLogins' setting is active at the site and set to 'False'
it will be set to 0 after the upgrade script has run — preserving the site policy of
preventing simultaneous logins.

At sites where the setting has not been specifically set as active, the previous default
value was ‘True’ — which allowed an unlimited amount of simultaneous logins.
Following the upgrade, the new default value of 3 will take effect.

In summary, removed as an optional configuration item but allows a max of 3
simultaneous logins. This should strike the right balance between inadvertently
having an active login when failing to logout and having an account used multiple
times as a group account.
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5.3

REUSE OF PASSWORDS

A new password cannot be the same as the previous 12 passwords and cannot have
been used in the previous 12 months.

Password Inactive
When a user of type "Local or "Roles Only" attempts to log into SCI Store with a
password that has expired - and if this length of time since expiry is 21 days or

greater the user's account status will be automatically set to inactive. This change has
been introduced as part of the implementation of the NHS password standards.

Password standards compliance available in Web Service

Feature Available in Web Service
Enforce password change policy No
Login Self Audit No
Enforce password change No
Account Sharing No
Password Inactive No
Password complexity Yes
Password Lockout Yes
Disallow common words Yes
HASH Strength Yes
Session Caching Yes
Reuse of Passwords Yes

Return to Index

Ad hoc cumulative reporting

Background

Cumulative reporting features were implemented in SCI Store 5.1. In brief, this
included a “report profiles” admin function to configure how much detail an end user
could see in a cumulative report. While this capability identified certain benefit, an
additional review of cumulative reporting was initiated by representatives from NHS
Forth Valley and NHS Highland. This review concluded the following points with
regard to the existing cumulative reporting capability.

e Too complicated for majority of users
e Too much white space

82



e Too much scrolling
e Setting up report profiles can be an admin overhead
e Performance degradation issues reported

Dr Duncan Lamont (NHS Forth Valley) provided a set of initial requirements that
focus the user's starting point for generating a cumulative report on a result set or test
result. These requirements have been discussed and elaborated in requirements
workshops in 2010 and have now been implemented in SCI Store version 7.0.

Objective

To allow an end user to select an option from within the result details page to
generate a cumulative report based on the test results within a particular result set.

Report data

The report query determines the scope of data displayed in the cumulative report.
The query is set to return data for all test results specified in the selected result set.
This can include test results that match those in the selected result set but are not
part of the selected result set.

The report data includes:

Test result local code

Result date

Result value

Reference range (If applicable)
Units (If applicable)

Data point configuration
The data point configuration determines how many report columns are shown on one

page. The minimum value is 2 and the maximum value is 10. This value is configured
by the administrator as a system setting.

Next and Previous navigation buttons

The ad hoc cumulative report uses paged views. The number of columns in the page
is determined by the data point value.

If the number of test results returned in the query is greater than the configured
number of data points the Next and previous navigation buttons will be enabled.

Display of reference ranges and units
The cumulative report will only display reference ranges and units if the data returned
in the query includes a change to the reference ranges or units.

Highlighting abnormal results
Abnormal results are highlighted in bold red text.

Comment indicator
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Investigation and result set comments are highlighted by an asterisk next to the date
in the column header for the report.

Date row navigation

Clicking on a date in the grid header row will navigate to the corresponding Result
Details page for that report.

End User Walkthrough

Select Investigation Report

The end user has identified a patient. The system displays the Patient Details Page.
The user selects an Investigation Report from the Results tab

The System navigates to the result details page.

% SCI Store Paisley

Home  Find Patient  Find Resut  Find Document  Find Treatment Log patient 10: [N
Configuration Exceptions Mgmt  Security  Maintenance  Reporting  General  Notifications
Home > Fatient etails User: admin on PISSCI6
SSleadr Actions| Stectacten v
Patient
Patient Name CHI Date OF Birth Age GP GP Practice Consultant ward/Location
Test AdHocCumulative 14/03/1982 8 FABLING, M (BANK) Blueville Surgery

Rasults { Documarts  Dwmographcs | ADTs _LD- Audt. | Trea \View | Traatemant Log |
Filter By Display Mode
Discipline Select UCFN Processed Range | & 4 Go Greup By Repert ®  Ungreup By Repert

13 Records Returned

Report Id Discipline Processed At Investigation

CUMULBA4D_1 Biochamistry 07/01/; Sarum/plasma 14:30:00 UE & LFT o | e

CUMULE440 2 Biochemistry 7 Serum/plasma 130:00 VE & LFT o E | e

Bizchamistry Sarum/plasma 130:00 UE & LFT o |

Biochemistry 07/01/2011 2 Serum/plasma 130:00 UE & LFT o & f

Biochemistry 07/01/2011 2 Serum/plasma 130:00 E & LFT ] ks

CUMULB4<0_6 Biochemistry 07/01/2011 2 Serum/plasma i30:00 UE & LFT o = 3

CUMULB440_7 Biochemistry 07/01/2011 2 Serum/plasma 130:00 UE & LFT o e

CUMULES40_8 Biochemistry 07/01/2011 2 Serum/plasma 130:00 UE & LFT o 5:d .

CUMULB240_98 Bischemistry 07/01/2011 2 Serum/plasma :30:00 UE & LFT o ~ |-

440_1 Biochemistry 07/01/20 Serum/plasma 130:00 UE & LFT 1] =S
CUMULES40_11 Biochemistry 07/01/2011 20:16:17 Serum/plasma /2002 14:30:00 UE & LFT [u} T
CUMULB440_12 Biochamistry 07/01/2011 20:16:17 Serum/plasma 09/12/2002 14:30:00 UE & LFT o E
CUMULB485_13 Biochemistry 07/01/2011 20:16:18 Serum 17/12/2004 00:00:00 CH & CE (LDH, AST) & ALT 17/12/2004 00:00:00 o =

Last 1 users to access this patient

Location e
[WScreds-Friendly Name | wsS0TestApp WScreds-System Location 11/0 153:3%

Open the Cumulative Report from the results details page

From the result details page the user selects the “Cumulative” button at the right-hand
side of the Result Set header.

The system navigates to the ad hoc cumulative report page
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% SCI Store Paisley My Settings About Store Log Out

Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 10: [ NNG_
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = Find Patient = Patient Details = Result Details User: admin on PISSCI6
TN W] « [ » [owi B Yo Anﬂonl:se'ecmc'.cn.. |
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Test AdHeeCumulative 14/03/1982 28 FABLING, M {BANK) Blueville Surgery
Report
Current Report UE & LFT
Report Requestor
FABLING, M Description Value Range Unit Normalcy Notes
Requestor Location Potassium 3.8 3.5-5.0 mmal/|
(BANK) Blueville Surgery Bicarb o 23-31 mmal/l
Report Identifier Albumin 45 37 - 50 g/l
CUMULB440_12 Urea 4 25-7.0 mmol/l
Discipline Creatinine g3 60 - 120 umcl/I
Biochemistry Protein 67 62 - 80 g/l
sample Type Alk Phos 220 60 - 270 i/l
Serum/plasma Al 14 2-40 i/l
Sample Collected Bilirubin 20 3-30 umel/I
09/12/2002 14:30:00 Gamma GT 35 4-45 i/l
Sample Received AST 21 5-40 v/l
30/11/2002 15:56:00
Processed Into Store Sample Comments
07/01/2011 20:16:17 An example of a SERVICE REQUESTERS comments on the SAMPLE
Quick Links
» All Results for Patient
Last 1 users to access this result
0TestApp Location

Open Cumulative report filter (Select Tests)
The user clicks the “Select Test” button from the right hand side of the report header.

A pop up appears that allows the user to select the tests they want to appear in the
view.
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% SCI Store Paisley My Seftings  About Store

Home Find Patient Find Result Find Document Find Treatment Log patient 10: [ NNG—_
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home > Find Patient = Patient Details > Result Details > Cumulative Report User: admin on PISSCI6
-
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Test AdHecCumulative 14/03/1982 28 FAELING, M (BANK) Blueville Surgery
Cumulative Report Select Tests
Rmuir ) s md Report Legend : Associated Comments= "', Abnormal Result = red
TEST 19/12/2004* 18/12/2004% 17/12/2004* 17/12/2004 17/12/2004 16/12/2004%
Potassium 3.8 3.8 3.8 4.5
Bicarb 24 24 24 23
Albumin 2 as 4 "
37- 50 g/l i3 il i ¥
Albumin
37-559/
Urea 5.4 5.4 5.4 5.4
Creatinine 83 83 83 87
Protein 67 67 67 57
Alk Phos 220 220 220 130
Al 14 14 14 14 14
Bilirubin 20 20 20 20
Gamma GT 35 35 35 35
AST 21 21 21 21 21
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Edit Cumulative report filter (Select Tests)
The user can add or remove tests from the cumulative report.

When selections have been made the user clicks the “Cumulate Tests” Button at the
bottom of the pop up to return to the report.

A checkbox function to “Select all” exists on the pop up.

W potassium
W sicarb

™ Albumin
™ Urea

[™ Crestinine
I~ protein

™ alk Phos
I an

I silirubin

™ Gemma &7
™ ast

Cumulate Tests |

Display revised cumulative report test selection

Having navigated from the select tests pop up, the user can view the revised report
with the test selection they have made in the pop up.

S ~ = gs Abo og ut
2 SCI Store Paisley : - FoaE
Home  Find Patient  Fin I Find Do £ og ratient 10: [N 3
Configuration Exceptions Mgmt 1 Maintenance Reporting General Notifications
Heme = Find Patient > Patient Details = Result Details > Cumulative Report User: admin on PISSCI6
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Test AdHocCumulative 14/03/1982 28 FABLING, M (BANK) Blueville Surgery

TEST 19/12/2004* 18/12/2004* 17/12/2004* 17/12/2004 17/12/2004 16/12/2004*
Potassium 3.8 3.8 3.8 4.5
Bicarb 24 24 24 23

Using Next and Previous Buttons

In the report view the user can click on the next and previous buttons to navigate the
available data.
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The “Current View” of the report will always display the full number of report columns
that correspond to the configured data point value.

If there is no more data available either the Next/Previous button will be greyed out.

T SCI Store Paisley

Mome  Find Patient  Find Result  Find Document  Find Treatment Log ratient 10: [N T
Configuration Exceptions Mgmt Security Haintenance Reporting General Motifications
User: admin on PISSCIG

Home > Find Fatient » Fatient Details > Result Cetails > Cumulatrve Report

=]
Patient
Patient Name CHE Date OF Birth Age GP GP Practics Consultant Ward/ Localion
Tast aduscCurmulatne 1431582 8 FABLING, M (BAMN) Blusyla Surgary
Cumulative Report Seincs Teals

s Raaamd Fepent Lagand : Apsocinted Commantg= ™, Abrgrenal Rasult = red |

IS/ 12/ 2004% 14/12/2004 131272004 121272004 11122004 10f13272004

Fotassium s 35 35 4.5 35 3.2
2

Bicarb =

Return to Index

Extended document upload information

Document upload logic

The document upload interfaces have been extended to process and display new
date fields that can be supplied in the SCI Gateway file format. The fields are:

e Action Date; and

e Document Creation Date
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The SCI Gateway message that could include these data types are:
e Discharge messages versions 2.3, 2.4, 2.5, 2.6 and 2.7.
o Referral messages versions 2.3, 2.4, 2.6 and 2.7.

e Clinical letters versions 1.0 and 1.1

Visibility to local and remote users

The SCI Store front end user screens have been enhanced to display these new
fields to local and remote users via the 4.1 and 6.0 search provider mechanisms.

A new date column labelled "Action Date" has been added to the right hand side of
the Document Date in the following web application document lists:

e Find Document List (FindDocument.aspx);

o Patient Document List (PatientDetails.aspx (Documents Tab))

The screen capture below shows the patient details document tab:

i My Satti About Stare
% SCI Store Paisley v Sesinas SuE ster
Home  Find Patient  Find Result  Find Document nd Treatment Log Patient ID:
Configuration  Exceptions Mgmt  Security Maintenance Reporling General Notifications
Home = Find Patient > Fatient Details User: admin on
@o | pEm Actions | Select Action
Patient
Patient Name CHI Date Of Birth Age  GP GP Practice Consultant Ward/Location
Test001 Other DocumentTab 1509556877 15/09/1955 55

Results | Documents | Demographics | ADTs | IDs | Awdit | Tree View | Treatment Log

Filter By
Category [All Categories. ~| sub Category UCPN I™ search histary | Go

14 Records Returned

| Tile [ Rev.]| ______ Category | Specialty | _Document Date | “ction Datv __| Sensitivity | Last Accessed | Info | Notes | 1]
DocumentTabTest New Document 001 Care plans Cardiology ~ 20/04/2004 15:55:00  17/11/2010 12:10N4 s @ O
DocumentTabTest New Document 002 Correspondence / NHS24 letter Cardiology ~ 20/04/2004 15:55:00 s @ o
DocumentTabTest New Document 002 Reports / ECG Cardiology ~ 20/04/2004 15:55:00 s @ U
DocumentTabTest New Document 002 Reports / Other report Cardiology ~ 20/04/2004 15:55:00 s @ U
DocumentTabTest New Document 002 Reports / AHP report Cardiology ~ 20/04/2004 15:55:00 [ 17/11/2010 12:11:16 s @ O
DocumentTabTest New Document 002 Reports / Shared assessment report  Cardiology ~ 20/04/2004 15:55:00 | 17/11/2010 12:11:17 s @ O
DocumentTabTest New Document 002 Reports / Imaging report Cardiology ~ 20/04/2004 15:55:00 | 17/11/2010 12:11:18 s @ o
DocumentTabTest New Document 002 Reports / Imaging report Cardiology ~ 20/04/2004 15:55:00 | 17/11/2010 12:11:19 s @ o
DocumentTabTest New Document 001 Reports / Imaging report Cardiology ~ 20/04/2004 15:55:00 | 17/11/2010 12:10:12 s @ O
DocumentTabTest New Document 001 Reports / Shared assessment report  Cardiology  20/04/2004 15:55:00 | 17/11/2010 12:10:13 s @ o
DocumentTabTest New Document 001 Reports / Al reports Cardiology ~ 20/04/2004 15:55:00 | 17/11/2010 12:10:13 s @ O
DocumentTabTest New Document 001 Reports / Shared assessment report  Cardiology  20/04/2004 15:55:00 s @ o
DocumentTabTest New Document 001 Reports / ECG Cardiology  20/04/2004 15:55:00 s @ o
DocumentTabTest New Document 001 Reports / Imaging report Cardiology ~ 20/04/2004 15:55:00  1}/11/2010 12:10 s e O

Last 1 users to access this patient
_IH_*EE_
\Mr’TastD\ar\ Fourteen PISSCI6 SCI Store Paisley 17/11/2010 12:17:27

(Note: The action date field is populated by the "DocumentActionDate" columns in the
database tables that relate to Patient Document Search and Patient Document
Search History).

Recipient Web Services

The Recipient Web Service has been extended to save the ‘Action Date’ and
‘Document Creation Date’ to SCI Store.

o For referral types Referral Date = Action Date

e For discharge types Discharge Date = Action Date

Additional information

At present, the 'Document Action Date' and ‘Document Created Date’ are not
supported by XML Document Upload interface or the manual document upload
function. Instead, the current date and time of the upload is being used to populate
both fields in the database for these functions. A decision to add these fields to the
XML and manual upload process is currently being reviewed.
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5.5

Return to Index

Normalcy Business Rules

Background

When a lab result file is processed by SCI Store, business rules exist to determine if a
test result (and subsequently Result Set and Report) is abnormal. This calculation is
used to signify how the result value is displayed in the SCI Store web application.
E.g., abnormal results are currently displayed in bold red text on the result details
page, illustrated below.

Description Value Range Unit Normalcy Notes
Sodium 111 136 - 148 mmaol/| A

Potassas

Changes to normalcy rules

Normalcy is already displayed in the application at investigation and test result level
but in an inconsistent manner. The determination of Normalcy is currently made at
the point when an investigation or test result is being displayed.

This change has been made to:

o Determine normalcy when a lab report is processed into SCI Store. This
ensures that the decision is made once.

e Bring consistency to the display of abnormal results at the investigation level
across the Application.
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Web application

The following Homepage tabs have an additional column that indicates the presence
/ absence of an abnormal flag for each result contained in the list:

o Recently Created > Results
¢ Recently Viewed > Results

¢ Recently Requested > Results

This is illustrated in the screen capture below:

Eq_ SCI Store Paisley My Settings About Stare Log Out

Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 10: |
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications
Home User: admin on PISSCI6

Recertly Viewed Recently Created Recently Requested My Favourtes | Administration

Patients | Results | Documents

5 Records Returned

| Source | ___Name | Sample Date |_Investigation Report Identifier | |

Local Dave Edwards | 13/02/2007 Lipids 0504567713 | HO3,08058012.G
Local Dave Edwards | 13/02/2007 FBE 0504567713 | HO3,08058012.G ?
Local Sarah Paterson | 12/06/2002 LIPIDS 3656472444 | R,02.0087145.Y ?
Local Sarah Paterson | 12/06/2002 Haemolytic Index | 3656472444 | R,02.0087145.Y
Local Sarah Paterson | 12/06/2002 Electrolytes 3656472444 | R,02.0087145.Y

The red flag icon signifies abnormal results and a ‘greyed out’ flag signifies results
which have not been flagged as abnormal.

[Note: the use of the flag icon replaces previous home page functionality where red
text across the whole row was used to signify abnormal results.]

Patient Details — Results Tab

The ‘Results’ tab on the ‘Patient Details’ screen now has an additional column which
uses the same mechanism described for the ‘Homepage’ tabs to indicate
abnormality.

. My Settis About Store Log Out
%r SCI Store Paisley 3 ez oo =
Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 10: [ NG
Configuration  Exceptions Mgmt  Security  Maintenance Reporting General Notifications
Home > Fatient Details User: admin on PISSCI6
aalrar hotons| et
Patient
Patient Name CHI Date Of Birth Age  GP GP Practice Consultant Ward/Location
Sarah Patersen 3656472444 20/01/1950 51 (Gov1) Dr.A.M.Mullin
Resuts | Documents | Demoaraphics | ADTs | IDs | Audit | Tres View | Treaiment Log
Filter By Display Mode
oiscipine [ [select ucen Processed Range Group By Report & Ungroup By Report
1 Record Returned
Report Id Processed At | Sample | Sample Collected Investigation Date Reporied | Notes | .....| |
R,02.0087145.Y = Haematology = 20/01/2011 21:08:10 Slood 12/06/2002 11:00:00 Electrolytes & Haemolytic Index & LIPIDS 11/06/2002 12:30:00 EE RS

Display mode: Group by report

Flag status in relation to “Display modes”

o Group by report — if one or more investigations within the report has a test
result that is abnormal the red flag will be shown for that report.

o Ungroup by report — If one or more test results within an investigation is
abnormal the red flax will be shown for that investigation
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‘%“_- SCI Store Pais|ey My Settings About Store Log Out

Home  Find Patient  Find Result ment  Find Treatment Log ratient 10: | NN 2

Configuration  Exceptions Mgmi ntenance g General

Home = Patient Details

@ l2ac Actions
Patient
Patient Name CHI Date Of Birth Age GP GP Practice Consultant Ward/Location
Sarah Paterson 3656472444 20/01/1960 51 (Gov1) Dr.A.M.Mullin
Resubs | Documents H Demographics H ADTs H IDs || Audtt H Tres View H Treatment Lo
Filter By Display Mode

Discipline| | select ucen Processed Range

Group By Repert © Ungreup By Repert &

3 Records Returned

Report Id Processed At | Sample | Sample Collected Investigation Date Reported mm-

R,02.0087145.Y Haematology 20/01/2011 21:08:10 Blood 12/06/2002 11:00:00 Electrolytes 11/06/2002 12:30:00
R,02.0087145.Y Haematelogy 20/01/2011 21:08:10 Bleod 12/06/2002 11:00:00 Haemolytic Index 11/06/2002 12:30:00 D [T -
R,02.0087145.Y Haematology 20/01/2011 21:08:10 Blood 12/06/2002 11:00:00 LIPIDS 11/06/2002 12:30:00 [} [ ?

Display mode: Ungroup by report

Find Results — Search results list

The search results grid on the ‘Find Results’ page now has an additional column
added which uses the same mechanism described for the ‘Homepage’ tabs to
indicate abnormality.

File Edt Yiew Favorkes Tools Help

9 | @ Find Result

. My Setti About Store Log Out
% SCI Store Paisley 27800 = B
Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 1D: |
Configuration  Exceptions Mgmt  Security Maintenance Reporting General  Notifications
Home = Find Result user: admin on PISSCI6
‘ Search Options
53 Records Returned Rrecords Per Page 20 v View All
Report ID [eguak % B
Requestor [ |search 1234
Requestor - Sample Date
10/11/2010 04/03/2003
Sample [ ] MARYBANKTEST 0206751222 BS900604Y Biochemistry e Slood Blood s
Comments [ ] RogerApex 16/11/2010 06/03/2001 21/01/2003 -
Nogeoancy 1403523738 BS0E7565T  Biochemistry Seiszian Blood Sniaman Blood oeon u} ?
From To
PhilAPEX 16/11/2010 26/12/2001 21/01/2003 -
E=m I NowPaticnta 1209882078  BS565768T  Biochemistry Deisnias Blood im0 Blood Hoson o »
Reported _
Safﬂp\E Lisa LabReport 2901778743 BIO.DD0003R Biochemistry ‘f’;‘;fg;” Bone lf{'?sﬁ?ggz Kidney Tumour Ziéﬁgﬁ?gga u} .
G L ® ® - - -

: 18/11/2010 12/06/2002  Bone Tissue & Kidney  01/09/2008 -
ﬁil?id Eric LabReport 1805678743 BI0.000031 Biochemistry 151847 Bone 110000 e 1430000 o »
Sample S N | 18/11/2010 12/06/2002  Bone Tissue & Kidney  02/09/2008 -

S Carla LabReport 1510828786 BI0.000031 Biochemistry e Bone s [yt aon o »
- 18/11/2010 12/06/2002  Bone Tissue & Kidney  02/09/2008 -
GP |:| Search Lisa LabReport 2901778743 B10.000002 Biochemistry e Bone e [ e o =
GPPracice | |Search 18/11/2010 12/06/2002 12/09/2008 . .
T ‘ Carla LabReport 1910828786 S10.000032R Eiochemistry s Sene e Bone Count it u}
18/11/2010 12/06/2002  Bone Count & Kidney  19/09/2008 - "
— - Eric LabReport 1805678743 EBI0.000032 Biochemistry Ceiean Bone T e anion u}
Locatien l:l - 18/11/2010 12/06/2002 Bone Count & Kidney 19/09/2008 | i
am— . Carla LabReport 1510828786 BI0.000032 Biochemistry ey Bone T nion e M anion u}
i Lisa LabReport 2301778743 BIO.000003 Biochemistry 1%1‘{?‘%0 Sone 1?{93?332 Farz C?(””t & Kidney 1??3?333 o v
BRI Select 11/11/2010 2¢/11/2002 i 24/11/2002
Ivestigation [ |Search MLAB COMMENTS 3144413056  B844457  Biochemistry Teaioe Serum/plasma s UE & LFT Pt o e
S [ search CLARE JONES 0101735006 22003677  Sicchemistry ‘f{¥t';2,gé” Serum Zgé‘?;ﬁg? LIPIDS 23'6?'5’5333 I
UCEN |:| 16/11/2010 20/02/2003 20/02/2003 i i
GEMMA CLARKE 0705035026 22003677  Biochemistry ey Flasma om0 Glucose om0 u}
16/11/2010 20/02/2003 20/02/2003 -
GEMMA CLARKE 0705035026 22003677  Biochemistry 1 Serum Dninoan USE & LFT & LIPIDS Sminman o w
MASTERLAB 18/11/2010 20/02/2003 20/02/2003 0 .
pellire: 2309198104  zz003677  Biochemistry e Flasma Dniomenn Glucose a0 u}
MASTERLAE 18/11/2010 20/02/2003 20/02/2003 -
earaonn 2309198104  zz003677  Biochemistry e Serum it USE & LFT & LIFIDS bnan0 o
11/11/2010 06/03/2003 04/03/2003 .
MINNIE MOUSE 2104433003 BS011765T  Siochemistry e Slood ] Slood e e o e
Lisakpex 16/11/2010 12/03/2003 21/01/2003 - "
Nowpahony; ~ 1901655067 BS069165T  Biochemistry Deismiar Blood Sniamenn Blood oson u}
11/11/2010 24/04/2003 24/04/2003 o s
Iscbel TESTO111 C0628451  Biochemistry by GLUCOSE Pt Glucose tolerance test Pt o
1234
/] Error on page. (@ € Internet Gh v o0 -
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5.6

Additional information

The Recently Viewed Results tab contains details of results viewed via a Remote
Search Provider; it will only be able to display the correct normalcy flag for those
returned from Version 6.0. Earlier versions of the Search Providers do not support the
normalcy changes.

Return to Index

SCI Gateway Recipient Web Service Style sheets

Overview

SCI Store Recipient Web Services receives document and patient related messages
(E.g., referral or discharge XML) from SCI Gateway and passes them to the SCI
Store document upload windows directory. The messages are then processed by the
SCI Store Clinical Documents Upload service and fed into SCI Store.

Pre-existing Recipient Web Service - Version 1.0

Recipient Web Services Version 1.0 searches for a stylesheet to associate with a
message received from SCI Gateway. If no stylesheet is found then the document
upload process will raise an exception and this document will fail to be uploaded into
SCI Store.

New Recipient Web Service - Version 2.0

Recipient Web Service Version 2.0 allows SCI Gateway to provide a Stylesheet GUID
with the message to be processed by the document upload service. This stylesheet
GUID identifies the correct stylesheet to be used when displaying the document that
has been uploaded from Gateway

GUID Stylesheet Association Maintenance

From the main menu Select “General” > “GUID Stylesheet Association Maintenance”
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% SCI Store Paisley

Home Find Patient Find Result

My Settings About Store Log Out
Find Document Find Treatment Log

patient 10: |
Configuration Exceptions Mgmt Security Maintenance Reporting General Notifications

Systemn Settings 5
Rermote Data Sources
Last Access Summary

Home

Cumnulative Sources
ast login Jan 21 2011 10:29AM. You accessed 2 patient(s). There have been 0 invalid login attempg Breakglass Maintenance
If this information does not match your recent activity please refer to your local security policy. Job Type Maintenance

Recently Viewed " Recentty Created " Recently Requested " My Favourites |

‘ Interface Management |

Login Reason Maintenance
Administration

Scheme Code Maintenance

Scheme Mapping Maintenance
Click Here Te Checlk CHI Webservice Availability

Scherne Grouping Maintenance
Show By Status Report Profiles
“ a1 on © off

GUID Stylesheet Association Maintenance

No Data To Display

Associate a GUID to a Stylesheet

From the GUID Stylesheet Association Maintenance Screen, select the b (Add)
button from the toolbar.

% SCI Store Paisley

My Settings About Store Log Out
Home Find Patient Find Result Find Document

Find Treatment Log

Configuration

patient 10: [
Exceptions Mgmt  Security
Heme = GUID Stylesheet Asscciation Maintenance

Maintenance  Reporting  General

User: admin on PISSCI&
@+

Maintain GUID Stylesheet Association

| cuip | Stylesheet Date of Association ¥ | |
2727 gateway-discharge-v2-6.xsl | 28/01/2011 e
344232 | gateway-discharge-v2-7.xsl | 28/01/2011 @

Search for and select GUID

Click the “Search” hyperlink next to the GUID input field:
%r SCI Store Paisley

My Settings About Store
Home Find Patient Find Result Find Document

Log Out
Find Treatment Log

Configuration

patient 10: [
Exceptions Mgmt Security Maintenance Reporting General Notifications
Home = GUID Stylesheet Association Maintenance > Add GUID Stylesheet Association B on PISSCI6
«|d
Add GUID Stylesheet Association
GUID * [ | search
Stylesheet [ | search

Select a GUID from the list and click the select button.
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|[ s=arch || selec

Search for and select an associated Stylesheet

Clicking the “Search” hyperlink will initiate a search for stylesheets that exists in the
folder that has been defined in the “DocumentStylesheetLocation” system setting. To
associate a Stylesheet GUID to its appropriate stylesheet this folder needs to have
already been populated with the stylesheet.

Click the “Search” hyperlink next to the Stylesheet input field:

% SCI Store Paisley

Find Patient
Security Maintenance Reporting General Notifications
User: admin on PISSCI6

GUID * [2z2s | clear

Stylesheet * [ | search

Select a stylesheet from the list and click the select button.

Stylesheet

clinicaklstter-1-1.:xal
clinicakletter.xs!
gateway-discharge-21.xs]
gatev/ay-discharge-v2-5.xs|

gateway-dischargeEDIS xs!
gateway-referral-y2-5.xsl

Select " I-] to save details

95



% SCI Store Paisley

My Settings
Home  Find Patient  Find Result  Find Document  Find Treatment Log

About Stora

Log Out
Configuration  Exceptions Mgmt  Security Maintenance  Reporting
Home = GUID Stylesheet Asscciation Maintenance > Add GUID Stylesheet Association

ratient 1D: | NN
General  Notifications
User: admin on PISSCI6
@l
Add GUID Stylesheet Association
GUID * 2z2s | Clear
Stylesheet * [

| Clear

The new association is shown on the maintenance screen.
% SCI Store Paisley

Home

Find Patient

My Settings About Store Log Out
Find Resut  Find Document  Find Treatment Log raticnt 10: [ N 3
Configuration  Exceptions Mgmt  Security  Maintenance  Reporting General Notifications

Heme > GUID Styleshest Asseciation Maintenance User: admin on PISSCI6
@) +

Maintain GUID Stylesheet Association

| cuip | Stylesheet Date of Association ¥ | |

2525 | gateway-discharge-v2-7.xsl | 31/01/2011 Q

2727 | gateway-discharge-v2-6.xsl | 28/01/2011 Q

344232 | gateway-discharge-v2-7.xs| | 28/01/2011 Q

End User: Error message: “Document cannot be seen”

Although a document with a GUID has been uploaded, if there is no stylesheet

association it will not be possible to view the document in the Web Application. In this
case, the following message will be displayed to the end user.

% SCI Store Paisley

Home Find Patient Find Result

Configuration

My Settings About Store
Find Document

Log Out

Find Treatment Log

Exceptions Mgmt Security Maintenance
Home = Find Patient = Patient Details = Decument Information = View Document

<D0 @

& Restricted Document: Highly Sensitive

patient 10: |

Reporting Notifications

General

User: admin on PISSCI6

Document cannot be seen: Contact Ad istrator. Stylesk

t for document is not available.

This error may be shown to an end user for sites using Recipient Web Service 2.0
only

Return to Index
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5.7

Unique Record Identifier Matching

Overview

Patient Matching in SCI Store has now been extended to allow the use of a record
identifier within the patient matching rules. This capability is relevant when there is
not enough demographic information supplied to match on a patient.

Demographic information may be unavailable because the patient wishes to remain
anonymous or is unconscious.Using the record identifier (RID) as a matching rule will
mean that in this scenario updated records will match against the original record and
no duplicates will be created.

Depending on the type of data being sent, the record identifier could be:

Report Identifier
Document Identifier
Treatment Log Identifier
ADT ldentifier

An example of a use for this new matching rule might be when a patient has been
admitted to an accident and emergency department and is unconscious. Their
treatment, results and admission are raised against a temporary patient and
processed into SCI Store. Later when the patient regains consciousness they give full
details which are updated in the system. This should trigger a demographics update
against the original record that would ensure that the correct demographics are
associated with the records.

Patient Matching Rules

The diagram below shows example patient matching rules one of which is an RID
rule.
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5.8

< SCI Store Paisley My Settings  About Store

Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 10: || NG =
Configuration Exceptions Mgmt Security Maintenance Reporting General Motifications

Home = Local Patient Matching = Amend Matching Rules User: admin on server PISSC
<l d

Patient Match Group

Name

RID Match

Patient Match Group Status

@ active T Inactive

Amend Patient Match Algorithm

Patient Match Criteria Patient Action |CHI|PAS|Sur|For|Ini|Dob|Sex|Add|Pcd|Src|C/RQIRID

CHI Number Ho Match v © L L e e B e e

Insert |*|X|f|f\f|f|f|f|f|f|f\f:l

EECTACEN " Update | - | =% 1 =__—

| I ‘rAddAhaE |—|—|—|—\—|—|—|—|—|—|—\—‘t

Surname l,

o Exception
‘ ||I-Ic IMatch e ‘
© Neo Action

Forename Mo Match b

First Initial Ho Match b

Date of Birth Mo Match b

Sex Ho Match i

Address Ho Match h

Postcode Ho Match b

Source System No Match M

Mo Match b
Match -

™ Use s as Mandatory field indicator checkbox. r Populate missing CHI numbers from web service?

ID Format

valid ID Format [ | [ Farmat Heln |

If a specific matching rule contains the record identifier then it cannot contain any
other matching criteria.

Additional Information

This feature should only be used for systems where the record identifier is unique for
the specific source of information.

The record identifier used for matching purposes will be dependent on the type of
data being sent into SCI Store, (e.g. lab results will use the Report Identifier,
documents will use the Document Identifier, etc).

This rule is intended for use with interfaces that cannot always provide enough
demographic information to identify the patient. It is envisioned that a typical set of
matching rules for this scenario would firstly try and match against specific patient
demographics, with the final rule being a match against the record identifier only.

Return to Index

Remote Data Source Administration

Overview

There have been significant changes to how remote data sources (formerly
"StoreToStore") are administered. A remote profile sets the remote data source
configuration so that there is a mechanism for creating “Remote Data Source profile”
that can be attached to group permission or individual user or a role. Remote Profiles
allows centrally controlled permission across remote data sources to allow access to
the different Store Web Services.
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Remote Data Source Profile Maintenance

The Remote Data Source Profile Maintenance defines which particular Remote Data
Sources will be used by a user when they access the Store Web Services. On
selecting the Security menu and then selecting the Remote Data Source Profile
Maintenance menu, the following screen is displayed when clicking the ‘Search’
button.

% SCI Store Paisley My Settings  About Store

Home Find Patient Find Result Find ment Find Treatment Log Patient ID:

Configuration  Exceptions Mgmt  Security Maintenance Reporting General Notifications

Home > Remete Data Scurce Profile Maintenance User: admin on P]JSSCI6
@l +
&
add/Search for a remote <
Bkl 5 Records Returned
Rl Profile Name
Name CHIDSAccess True
DSTestplanis True
DS5Testplan3 True
LocalDSAccess True
TestDSAccess True

Alternatively, enter the profile name for the criteria in order to return a sub-set of
remote profiles.

Selecting the appropriate remote profiles will then display a list of available remote
data sources (See screen capture below). The admin user can determine what data
sources the remote profile will contain by using the radio buttons:

e Not Allowed Access

e Allowed Access

‘& SCI Store Paisl ey My Settings About Store Log Out

Home  Find Patient  Find Result  Find Document  Find Treatment Log patient 10: |
Configuration  Exceptions Mgmt _ Security  Maintenance  Reporting  General  Notifications
Home > Remote Data Seurce Profile Maintenance > Add Remete Data Seurce Profile User: admin on PJSSCLE

@ xd

Remote Data Source Profile

erofile Name = |

Profile Status @ Active © Inactive

Access Permission for listed Remote Data Sources
10 Records Returned
Site Name Service Name Allowed Access

CHI chiweb " Mot Allowed Access @ Allowed Access

Local 2.3 StoreWs f Mot Allowed Access © Allowed Access

Local 4.1 Storews & not sllowed Access © allowed Access

Local 6.0 StoreWs * Mot Allowed Access  Allowed Access

Invalid StoreWs & Mot Allowed Access  Allowed Access

nunit secure 2.3 StoreWs  Not Allowed Access © Allowed Access
nunit secure 4.1 StoreWs & ot Allowed Access © Allowed Access
nunit secure 6.0 StoreWs * Mot Allowed Access  Allowed Access
Test 4.1 StoreWs @ Mot 2llowed Access  Allowed Access

Test 6.0 Storews  Not Allowed Access { Allowed Access

Adding a new remote profile

Procedure: To add a new Remote Profile...

e Click on + button on the Remote Data Source Profile Maintenance screen.
The following screen will be displayed
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%+ SCI Store Paisley

Find P,

Configuration Exceptions Mgmt Security Maintenance Reporting Genera
Home > Remote Data Source Profile Maintenance > Add Remote Data Source Profile

@ | d

rRemote Data Source Profile

Profile Mame * |

profile status Sactive Olnactive

Access Permission for listed Remote Data Sources
10 Records Returned
Site Name Service Name Allowed Access
CHI chineb @hiot allowed access Oallowed Access
Local 2.3 StoreWws ot allowed Access Dallowed Access
Locsl 4.1 Storews ot allowed access Oallowed Acoess
Local 6.0 StoreWws @t Allowed Access Uallowad Access
Invalid Storews ot sllowed Access Odllowed Access
nunit secure 2.3 Storews ©not allowed Access Callowed Access
nunit secure 4.1 Storews @t Allowed Access Oallowed Access
Runit secure 6.0 StoreWs ©not allowed Access Callowed Access
Testd.1 StoreWws @iot allowed access Oallowed Access
Test 6.0 StoreWws ot allowed Access Dallowed Access

e Enter Profile Name

o Select if the profile is Active or Inactive by using the "profile status" radio
buttons.

e To apply a Web Service against the remote profile, click “Allowed Access” radio
button and to remove the Web Service against the remote profile click on “Not

Allowed Access” radio button. Click L!‘ Save to apply the change.

e Thenclickon “= to Exit and go back to the Find Remote Profiles Screen.

e To delete a Remote Profile click on the ' * Delete icon.

Home = Remote Data Source Profile Maintenance > Add Remote Data Source Profile

Sl

Femote Data Source Profile

Profile Mame * ['“--_'_ tpla

Profile Status @ active Olnactive

Access Permission for listed Remote Data Sources

10 Records Returned

Site Mame Service Mame Allowed Access
CHI chiweh Onot allowed sccess Ballowed Access
Local 2.3 Stores Enot allowed access Ulallowed Access
Local 4.1 Storew's ot allowed Access Clallowed Access
Local 6.0 Storeiws ©nat allowed Access Callowed Access
Inwvalid StoreWw's ot allowed sccess Ballowed Access
nunit secure 2.3 Storews ©nat allowed Access Callowed Access
nunit secure 4,1 Storew's ot allowed Access Clallowed Access
nunit secure 6.0 StoreW's ©nat allowed Access Callowed Access
Test 4.1 StoreWw's ot allowed sccess @allowed Access
Test 6.0 Storews Ot allowed Access @allowed Access
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There are certain conditions under which a Remote Profile may not be deleted.

¢ The Remote Profile is currently assigned to a user or users.
o The Remote Profile is currently assigned to a group or groups.
[ ]

The Remote Profile is currently assigned to a role or roles.

Adding a Remote Profile to a User

Valid remote profiles can be added to a user from the "Account Details" section of the
"User Maintenance Screen". See screen capture below.

% SCI Store Paisley

Home Find Patient Find Result Find Document

My Settings About Store
Find Treatment Log

Patient 1D:
Configuration  Exceptions Mgmt  Security Maintenance Reporting  General

Notifications
Home = Users > User Maintenance

User: admin on server
<o ol | 22 Actions | Select Acti
User Details
User Name fomn ] Friendly Name [The Global Admin
Sase Location Email Address Contact Number 0300 5CI Help
Account Details
Account Status * Valid From 111011388 ~| validTo
Default Patient View User Session Timeout (mins) [ | Administrator Type
Display Template Defautt Tempiate v Time Access Template Not specified ~| Remote Profiles

W eublish Contact Details I Enforce Login Reason I User must change password at next login

User Notes

Permission Groups

Permission Groups

[EcsGrAdmin

Selected Permission Groups
ECSOutOfHours _
FieDOBandFamale
HideHSOocs e |
! ==
OnlyGPllargarstanderson =

Adding a remote profile to a permission group

Select the remote profile from the "Remote profile permissions” field set (See screen
capture below). Only active remote profiles will be shown in this list.
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Home = Find Permission Groups > Manage Permission Group

@ x d

Permission Group Details
Permission Group Name
TP15RemoteProfile

Remote Profile Permissions

DETestplanis

Security PETTISSoNS

Module Permizzionz Wiew Permizzions

Available Data Restrictions Selected Data Restrictions
HideAlDoB

HideCRN

HideDoBonPatientMaster

HideFemalePatients

HideHaematology

HideHSDocs

Return to Index

5.9 Miscellaneous other New Functionality / Resolved
Issues

Build Feature | Description

7.0.1102 New A new ‘GetCumulativeReport’ web service method has been
Functionality | added to the Version 6.0 web services

7.0.1102 Resolved | Tracker 7743 - Automerge Process Incorrectly Allows Patients
Issue With Different Consent Values to be Merged

7.0.1102 Resolved | Tracker 8118 — Retire Document Error when PackagelD > 30
Issue characters

7.0.1102 Resolved | Tracker 8324 - Organisation Appearing More Than Once In View
Issue Permissions

7.0.1102 Resolved | Tracker 8378 - Treatment Log - TRClinicalCodeSelectedTerm

Issue Column Size Issue
7.0.1102 R?Ssgsj\ged Tracker 8396 - Treatment Log Assessed Urgency Reason Issue
Resolved

7.0.1102 Tracker 8306 - 'Error Occurring' When Performing Manual Match

Issue

7.0.1102 Resolved | Tracker 8113 - Performance Issue When Viewing Admin Tab -
Issue Query Timeout

7.0.1102 Resolved | Tracker 8327 - Duplicate Results Data Being Returned in WS
Issue Version 4.1 and 6.0 ‘FindResult’ Response
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